DEPARTMENT OF THE NAVY
HEADQUARTERS UNITED STATES MARINE CORPS
WASHINGTON, DC 20380

MCO P4066. 17
LFE- hnl
26 May 1982
MARI NE CORPS ORDER P4066.17 WCh 1, 2
From Conmandant of the Marine Corps
To: Distribution List
Subj : Marine Corps Exchange Security and Loss Prevention Manua
Ref : (a) MCO P4066. 13D

(b) MO P5600. 31E
(c) MO 5600. 45B

Encl: (1) LOCATOR SHEET

1. Purpose. To prescribe procedures, instructions, ninimm guide-
lines, and policy for the security and prevention of |oss of Marine
Cor ps exchange assets.

2. Information. This Manual contains information which is instruc-
tional in nature as well as establishing m ninum standards of
criteria for the physical security of exchange merchandi se,

supplies, and funds. The detailed procedures prescribed herein
suppl enent those in reference (a) and are designed to provide policy
gui dance for all personnel that have cogni zance over Marine Corps
exchange operations. All personnel assigned to duty at Marine Corps
exchanges should be familiar with the contents of this Manual

3. Recommendati on. Recomendat i ons concerning the contents of the
Mari ne Corps Exchange Security and Loss Prevention Manual are
invited. Such recomrendations will be forwarded to the Conmandant

of the Marine Corps (Code LFE) via the appropriate chain of command.

4. Distribution. This Manual has been assigned Distribution Code
JF, and those activities concerned will receive updated printouts of
their Individual Activity Table of Allowances for Publications in-
dicating Distribution Code JF. Requests for increase or decrease in
al  owance quantities should be submtted to the Commandant of the
Marine Corps (Code HQSP-2) in accordance with reference (b). A
future change to reference (c) will include Distribution Code JF

5. Reserve Applicability. This Manual is not applicable to the
Marine Corps Reserve

6. Certification. Reviewed and approved this date.

W0 Kbl

Deputy Chief of Staff
for Installations and Logistics

DI STRIBUTION:  JG
Copy to: 8145001






DEPARTMENT OF THE NAVY
HEADQUARTERS UNITED STATES MARINE CORPS
WASHINGTON, DC 20380

MCO P4066. 17 Ch 1
LFE- ncs
20 Jul 1982

MARI NE CORPS ORDER P4066.17 Ch 1

From Commandant of the Marine Corps
To: Di stribution List

Subj: Marine Corps ExChange Security and Loss Prevention
Manual

1. Purpose. To direct a pen change to the basic Manual.

2. Action. On the pronulgation page, distribution Iine,
change "JG' to read "JF".

3. Filing Instructions. This Change transmttal will be filed
i medi ately follow ng the signature page of the basic Manual.

4. Certification. Reviewed and approved this date.

0 Hdl

Deputy Chief of Staff
for Installations and Logistics

DI STRIBUTION:  JF
Copy to: 8145001



DEPARTMENT OF THE NAVY
HEADQUARTERS UNITED STATES MARINE CORPS
WASHINGTON, DC 20380

MCO P4066.17 Ch 2
LFE-dl d
26 Nov 1984

MARI NE CORPS ORDER P4066.17 Ch 2

From Commandant of the Marine Corps
To: Di stribution List

Subj: Marine Corps Exchange Security and Loss Prevention Manual
Encl: (1) New page inserts to MCO P4066. 17

1. Purpose. To transmit new page inserts and direct a pen change
to the basic Manual.

2. Action

a. Renove and destroy present page iii and replace it with the
correspondi ng page contained in the encl osure.

b. Insert new pages 26-1 through 26-5 to the basic Order.
c. Page 7-3, paragraph 7000.2, first line, change "30" to read "90".

3. Summary of Changes. This Change adds a new chapter to provide
gui dance concerni ng Mari ne Corps exchange el ectroni c data processing
security, and corrects an error concerni ng checks.

4. Change Notation. Significant changes contained in the revised
pages for this change are denoted by an arrow ( ’) symbol .

5. Filing Instructions. This Change transmttal will be filed
i medi ately foll ow ng page 3 of the basic Mnual .

6. Certification. Reviewed and approved this date.

ba-C X

GEORGE B. CRI ST

Deputy Chief of Staff

for Installations and Logistics
DI STRI BUTI ON: JF

Copy to: 8145001



MCO P4CB6. 17
26 May 1982

LOCATOR SHEET

Subj: Marine Corps Exchange Security and Loss Prevention Manual

Locati on:

(I'ndicate the location(s) of the copy(ies) of this Mnual.)

ENCLOSURE ( 1)



MCO P4CB6. 17
26 May 1982

SECURI TY AND LOSS PREVENTI ON MANUAL

RECORD OF CHANGES

Log conpl eted change action as indicated.

Change
Number

Dat e of
Change

Dat e
Recei ved

Dat e
Ent er ed

Si gnature of Person
Ent eri ng Change







SECURI TY AND LOSS PREVENTI ON MANUAL

CONTENTS
CHAPTER

FOREWORD
1 GENERAL | NFORVATI ON
2 SHOPLI FTI NG PREVENTI ON
3 I NTERNAL THEFT PREVENTI ON
4 PHYSI CAL SECURI TY
5 FACI LI TY SECURI TY
6 COUNTERFEI T MONEY
7 NEGOTI ABLE | NSTRUVENTS
8 I NTERNAL CASH CONTROL PROCEDURES
9 PROCEDURES FOR ROBBERY PREVENTI ON
10 KEYS AND LOCKS
11 SAFES
12 WAREHOUSE SECURI TY
13 LAYAVAYS
14 W LL CALL PROCEDURES
15 PATRON AND EMPLOYEE REFUNDS
16 VO D AND "NO SALE" PROCEDURES
17 PERSONNEL
18 FOOD SERVI CE LOSS PREVENTI ON
19 SERVI CE STATI ON LOSS PREVENTI ON
20 VENDI NG MACHI NE LCSS PREVENTI ON
21 LCSS PREVENTI ON I N | NDI RECT OPERATI ONS
22 I NSPECTI ONS AND REVI EW6
23 STANDARDS OF CONDUCT
24 MANDATORY M NI MUM SECURI TY PROCEDURES FOR EXCHANGES
25 MANDATORY M NI MUM PHYSI CAL SECURI TY REQUI REMENTS

N

ELECTRONI C DATA PROCESSI NG ( EDP) SECURI TY

Q






SECURI TY AND LOSS PREVENTI ON MANUAL
FOREWORD

1. The Marine Corps Exchange Security and Loss Prevention Manual
has been prepared for the purpose of providing the exchange officer
seni or exchange managenent, and security staff with a worki ng know
| edge of basic security procedures found to be useful in inplenment-
ing an effective |loss prevention program The absence of specific
reference in this Manual to a particular preventive nmeasure does not
precl ude the responsible individual from applying sound nmanagemnent
techni ques to inplenent additional safeguards.

2. Loss prevention has assuned increasing inportance in recent
years due to the severe pressure fromrising costs of business oper-
ations. Marine Corps exchanges have al so been faced with increasing
costs of operation, due in part to a slowy increasing shortage
rate. However, an effective | oss prevention programcan help

reduce these inventory | osses.

3. A good loss prevention programis not difficult to formul ate,

i mpl enent, and follow through. Many exchanges already have existing
controls to help safeguard their assets. These controls coupled
with the procedures described in this Manual should result in an

ef fective security program

4. The nost inportant ingredient needed to make the | oss prevention
program effective, is the active cooperation of all exchange
personnel. Through the effective | eadership provided by the
exchange officer and staff, all personnel will be notivated to part-
icipate in and support the program
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SECURI TY AND LOSS PREVENTI ON MANUAL

CHAPTER 1
GENERAL | NFORVATI ON

1000. GENERAL | NFORMATION. I n exchanges as in nost businesses,
there are three general classifications of |osses; theft from

wi thout; theft fromw thin; and, inadequate or violated procedures.
Enf orcement of adequate security procedures is the nost inportant

factor in protecting an exchange's assets. |In retailing, |oss,
ot her than those caused by burglaries, holdups, fire damage, acci-
dental breakage, and vandalism is called shrinkage. It is that

amount of merchandi se which is unaccounted for at the end of the
year after verification of the beginning inventory, markup on pur-
chases, additional markup, sales, markdowns, and the inventory-on-
hand via the annual inventory. Shrinkage increases cost of goods
sol d and decreases profits. Experience has shown the indicators of
a manager’'s ability to control and blend all factors of a business
into a snmoothly operating, efficient, and productive selling unit.
A low shrinkage figure tends to confirmthe manager s |eadership
qualities and to reassure confidence in managenent abilities and
enpl oyees. A high shrinkage percentage tends to cast doubt on the
entire operation and highlights the need for possible renedial
action. There is an alnpst endless list of conditions which provide
fertile grounds for high shrinkage; however, the greatest contri-
bution to this excessive shrinkage is conplacency on the part of
seni or managenent. Successful managers nust realize that good
shrinkage control begins with a positive attitude and an energetic
determ nation that shrinkage can and nust be controlled. Shrinkage
cannot be controlled by having a canpaign four tines a year. Loss
prevention is a 24-hour a day, 365 day-a-year job.

1001. SCOPE AND PURPOSE. The purpose of the |oss prevention
programis to ensure that adequate security neasures and controls,
for safeguardi ng exchange assets, are promul gated and nmaintai ned at
all exchange activities. This programw || enphasize prevention
rather than after-loss detection

1002. DUTIES AND RESPONSIBILITIES. The exchange officer is charged

with the responsibility to safeguard the assets of the exchange. It
is the exchange officer’'s duty to see that shrinkage control policies
and procedures are followed in every area of the exchange and all its

activities.

1. The exchange officer will do everything practicable to protect
enpl oyees agai nst the tenptation of dishonesty.

2. The exchange officer will show continuous interest in how
enpl oyees protect nerchandi se and nmoney and nake every effort to
el i mi nate waste and carel essness.

3. The exchange officer may hire or appoint a security officer from
anong present senior managenent, whose duties will include oversight
of reference checks of previous enploynent; training of sales and
support personnel; maintenance of high standards of accuracy; |egi-
bility and conpl eteness of reports; and test checks of cash, vouchers,
sal es audit work, extensions of invoices, and verifications of mark-
downs and surveys. These individual functions may be del egated to
conpetent, trustworthy personnel; however, oversight nust remain the
responsibility of the exchange and security officers.
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1002 SECURI TY AND LOSS PREVENTI ON MANUAL

4. The local Provost Marshal Oficer (PMJ) can in nmany instances
provi de val uabl e services to the exchange in support of |oss prevent-
ion efforts. In addition to responding to alarns and calls for assis-
tance from an exchange activity, the PMO can provide some or all of
the foll ow ng services:

a. Checks of new enpl oyees. Many PMO s have information on
record of prior dishonesty.

b. After hours physical security check of activities.
c. Crine control |ectures for managenent and/or enpl oyees.

d. Physical security reviews of facilities. Check trash
dunpsters.

e. Surveillance of enpl oyee parking areas.
f. Escort service for cash couriers.

Exchange of fi cer should actively seek PMO assi stance
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SECURI TY AND LOSS PREVENTI ON MANUAL
CHAPTER 2
SHOPLI FTI NG PREVENTI ON

2000. GENERAL | NFORMATION. Shoplifting, the stealing of nerchandise
froman activity, by a person not enployed by the exchange, is a ngjor
cause of shrinkage. Shoplifting | osses may al so occur in warehouses
and stockroons where there is internal traffic by vendors, delivery-
men, truckdrivers, and servicenen who are permtted to roam about
unsupervi sed. Losses may occur during renodeling or when stocking a
new activity prior to opening. A careful check should al ways be

mai nt ai ned on unguar ded merchandi se on | oadi ng docks, shopping carts,
open bins, or when nerchandi se is near restroons and tel ephones.
Wi | e exchanges are basically controlled access activities, they

will still have their share of shoplifters. These shoplifters can
have a significant inmpact on the level of inventory shrinkage.

2001. MANAGEMENT CONTROL EFFORTS

1. Recognition of the shoplifting problemand determ nation in
seeki ng sol utions.

2. Training of enployees in nmethods and techni ques of preventing
shoplifting and enlisting their cooperation in reporting and
identifying shoplifters. This nust be an ongoi ng process wth enpl oy-
ees constantly aware of managenent concerns. This may be acconplished
by frequent meetings, posters, contests, etc.

3. Proper fixture layout and nerchandi se display. Fixtures nmust be
arranged and stocked to provide sal es personnel with the best possible
vi ew of nerchandi se and custoners.

4. Hi gh cost and low bulk itens (jewelry, watches, caneras, etc.)
shoul d be di spl ayed under gl ass or on shelves, inaccessible to
custoners. Salespersons will limt and nmaintain control over itens
shown to custoners at one tine.

5. Extra tickets, attachnents, and ticketing guns nmust be under
strict control of departnment managers at all times and be inaccessible
to patrons.

6. Shoplifting Facts

a. The Christmas shopping season is the tinme of the heaviest
shoplifting activity.

b. Contrary to common belief, shoplifting nost often takes place
at the very beginning of the shoppi ng day when enpl oyees are getting
settled, and near closing time when enpl oyees are anxi ous to go hone
and are paying little attention to potential shoplifters.

c. Anmong student age shoplifters, girls outnunber boys four to
one. They shop nore often and steal nostly jewelry, cosnetics, and
cl ot hi ng.

d. In nore than 50 percent of shoplifting apprehensions,
violators are from 13 to 19 years of age

e. The nobst conmon itens stolen are jewelry, clothes, perfune,
tool s, records, cassette tapes, and beauty aids. The value of the
average theft is $28.
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f. Many young people do not regard shoplifting as a "crine" but
as a "ganme" to achieve "status" anobng their peers.

2002. TYPES OF SHOPLI FTERS

1. Amateurs and Professionals. Shoplifters can be divided into two
broad categories: amateurs and professionals.

a. Ammteurs are generally inpulsive and reasonably well adjusted.
This person would not ordinarily be dishonest. However, when risk of
detection is mnimal, they may shoplift on inpulse. Usually they have
no preconceived intention to steal

b. Professional shoplifters nmake a career out of stealing. They
usual |y specialize in high-ticket nerchandise such as jewelry, snal
appl i ances, furs, leather garments, etc., which have a "street" val ue
when resold. The professionals are generally polite, tal kative, and
deliberate. They will not take many chances and will often desist if
opportunity to steal is not, present.They may pose as someone buying
a gift for husband or wife.

2. Oher Types of Shoplifters

a. Juveniles who work in teans of two or nore. They nay be as
young as 12 years old. Generally they steal for "kicks" or status
anong their peers. Their targets are usually records, tapes, and
smal | itens of clothing (sweaters, blouses, scarves, etc.). They may
create a disturbance by loud talking and cursing to draw attention
away froman actual thief in the group

b. The narcotic addict who needs noney for a "fix." The addict
may take chances by snatching merchandi se and maki ng a qui ck getaway.
They are generally easy to detect but due to desperation are usually
danger ous when confronted. They should be handl ed only by profess-

i onal |aw enforcenment officers.

c. The kleptomaniac is the easiest to identify. Generally they
steal as a result of some inner conpul sive need. They tend to be shy
and nervous al though sone may be arrogant. Kl eptonmani acs generally
repeat their crinme even after numerous apprehensions. Relatives often
pay for merchandise that is stolen. They generally need psychiatric
hel p.

2003. SHOPLI FTI NG METHODS

1. "Palnmng.” This is a sinple and effective nmethod of renoving
small itenms froma counter. The view of the sal esperson is often

bl ocked by ot her shoppers or an acconplice.

2. Secreting Merchandise on the Person. Probably the nost frequent
nmet hod encountered. The stolen itemis placed in a coat or jacket
pocket. The itemnmay be carried about the store on the pretense of
purchasing it, and carried to a secluded part of the floor before it
i s hidden on the person.

3. Shopping Bags, lLarge Purses, or "Booster Boxes." These itens are
wel | adapted for shoplifting. They are brought into the store, and
small itens are deposited in them Small itens can be easily brushed
off a counter into a shopping bag or a partially opened unbrell a.
"Booster" boxes are a professional’s tool. It is sinply a cardboard
or wooden box covered in gift wap paper. One end is cut to act as a
"flap," and when nerchandi se is hidden in one, the "flap" mnerely

cl oses off the end of the box. They are generally very difficult to
det ect .
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4. Coats and Raincoats. The professional will often hide nerchandise
under large, full coats, or raincoats. Sone of these may even have
hooks sewn to the lining to hold stolen articles of nerchandise.

5. Between the Legs. Amateurs as well as professional shoplifters
have been known to secrete rather large itens between the | egs and
still walk normally. They learn to walk fromthe knees down and are
difficult to detect.

6. Fitting Roons. One of the best areas for shoplifting. Wen this
area is not properly controlled, it is a sinple matter for a custoner
to enter, slip a garnment under the clothes being worn, and wal k out,
or they may sinply renove all ticketing and put on the new garnent,

| eaving the ol d garnents behind.

7. Ticket Switching. This is a nmethod of stealing which involves
switching a ticket froma lower priced itemto one with a higher
price. The itemis then paid for at the | ower price.

8. Counter Theft. The nethod is to take an itemfrom a display
counter such as a handbag, sweater, costune jewelry, sunglasses, etc.
renove and wear the itemout pretending the nerchandise is their own
property. This method works well in shoe departnents and nen’s and

| adi es’ ready-to-wear departnents.

9. Hi deaway Theft. The shoplifter selects a large itemof |uggage
and hides smaller items inside. He then pays for the |uggage but not
the other itenms inside. A shoplifter night also renpbve a | ower priced
itemfroma carton, secrete a higher priced itemw thin, and pay the
carton price at the cash register.

10. Markdown Theft. Wth know edge of markdown procedures and
mar ki ng, a patron can make their own price reduction by crossing out
the current sell price and entering a new, |ower sell price.

11. Pocket Stuffer. A patron may purchase a sl eeved garment or one
with | arge pockets, stuff other nerchandise into the sleeves and
pockets, and pay for only the outer garnent.

12. Team Shoplifting. This practice consists of two or nore shop-
lifters acting in concert. Any of the aforenentioned nethods may be
used to gain possession of the nerchandise with the others acting as
"l ookout" for store personnel. O ten, one nenber will create a
Diversion by fainting or starting an argunent with a sal esperson or
anong t hensel ves while the other team nenber steal s the merchandi se.
The team nenmber may occupy a sal esperson’s time trying on or
vacil l ati ng about a piece of nmerchandi se while the acconplice "boosts"
t he nerchandi se.

13. Stolen Goods Return for Refund. A shoplifter may steal fromthe
exchange for another store, renove tickets, and bring item back for
a cash refund.

2004. ACTIONS WHI CH MAY BE | NDI CATIVE OF SHOPLI FTING. Here are sone
of the indicators that there may be shoplifters operating wthin your
exchange.

1. General novenents:
a. Aimess walking up and down ai sl es.

b. Leaving store and returning in a few mnutes.
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c. Wal king around exchange with unpaid merchandi se.
d. Handling many articles in a short tine.
e. Dropping articles on floor.
f. Making rapid purchases.
g. Strained, nervous | ook
h. Excessi ve checki ng of packages.
i. Exami ni ng nerchandi se in rempote corners of store.
j. Concealing nerchandi se behind purse or package.
k. Refusing sal esperson’s hel p.
. Placing packages, purse, or coat over nerchandise.
m Left-right glances wi thout noving the head.
n. Frequent, quick glances up from nerchandi se.
0. Studying other custonmers and sal espersons instead of nerchandise.
p. Looking in mrrors to see if they are being observed.
g. Looking at nerchandi se which is obviously not the correct size.
r. Handling a lot of merchandise at different counters.
s. Placing nerchandi se in pockets.
t. Renoving, concealing, or destroying price tickets.
u. dosing hand conmpletely over nerchandi se.
v. Holding identical pieces of nerchandise for conparison
w. Hol di ng mer chandi se bel ow counter | evel
x. Taki ng nmerchandi se from counter but returning repeatedly.
y. Hol di ng nerchandi se near edge of counter
z. Taking merchandi se to another counter or a mrror
aa. Starting to exam ne nerchandi se; |eaving counter then returning to it
bb. Person at counter; no sal esperson present.
cc. Entering fitting roomw th merchandi se; no sal esperson present.

dd. Entering fitting roomw th packages.
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ee. Taking two or nore of same garment into fitting room
ff. Renpbving hangers before entering room

Al'l of the foregoing actions should "trigger" sonething in the mnd of
a well-trained, alert salesperson. The action may well be that of a
normal shopper; on the other hand, it may be a shoplifter at work

2005. PREVENTI VE MEASURES. No anount of mechanical security devices

can take the place of an alert, well-trained, "tuned-in" sales force.

Shoplifters need privacy, they are uneasy when a sal escl erk approaches
or acknow edges their presence by a nod or snile. Follow ng are sone
met hods of m nim zing shoplifting | osses:

1. Never |eave a department unattended. This is the opportunity a
shoplifter looks for. Lunch and break periods nust be scheduled to
assure adequate coverage.

2. A well-known psychol ogi cal deterrent to shoplifting and one which
cannot be overenphasized, is to greet all custoners who enter a
department. A sinple "Good norning, how are you today?" will do.
Thi s acknow edges your presence to a potential shoplifter, as well as
assisting the patron in purchasing nerchandi se.

3. Fitting roons nust be supervised and controlled at all tines.
This is one of the nost critical areas of the exchange. Assign a

sal esperson to check garnents in and out of fitting rooms. Signs
shoul d state clearly the nunber of garnents permitted in the room
Inspect fitting roons frequently for signs of shoplifting such as
price tickets on floor or enpty hangers left in stalls. Have mrrors
caul ked and carpeting secured to prevent tickets being secreted
there. Cear itens fromfitting roomfrequently.

4. The showi ng of expensive items should be linmted to two itens at a
time. Never |eave custoners alone. Return itens to display cases as
soon as denonstration or sale is) conplete.

5. Gve pronpt attention to teenage or juvenile shoppers.

6. Be observant of patrons who carry nerchandi se fromone end of a
counter to another or spend an inordinate amount of tine in one
depart ment.

7. Gve special attention to patrons carrying shoppi ng bags, |arge
purses, or w apped packages.

8. Merchandi se should be neatly arranged on shelves and di spl ay
fixtures. Disorderly displays invite theft.

9. Paper bags used for packagi ng sold nerchandi se shoul d not be
stored on top of counters within access of patrons.

10. Check stands at sel f-service areas should be equi pped with a
slide bar or chain to close off aisle when cash register is not in
use.

11. Sal espersons operating cash registers should be alert for hidden
mer chandi se in articles purchased. Cashiers should discretely open
| uggage and purses and exani ne for "hi deaway" nerchandi se.
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12. Keep displays at mininmal heights to elimnate "blind" spots.
Shoplifters use these areas to conceal their actions.

13. Al packages nust be stapled closed with the cash register tape
stapl ed over the top of the bag. Packages too |large to bag should
have brightly colored pressure sensitive tape or other identifying

| abel affixed to them indicating nerchandi se has been paid for

This security tape and/or |abel when not in use will be controlled and
kept in | ocked area inaccessible to custoners, and i ssued when needed.

14. Price-marking equi pment and supplies nust be carefully
controlled. Use different colored printed price tags for price
changes and speci al sales.

15. Al merchandise tickets nust be nmachine printed. There should be
no handwitten price tags. Handwitten tags are easily duplicated.

16. All cash registers nust be | ocked when not in use, during

busi ness hours. When register is in use, cash drawer nust be cl osed
promptly after each transaction. Register drawer should be left in
the open position after close of business to showthere is no cash on
hand.

17. Be aware of patrons wearing coats on a warm day, raincoats during
fair weather, or conversely no coat or raincoat during cold or incle-
nment weat her.

8. Sal espersons should not allow thensel ves to be distracted or
become enbroiled in argunments or |ong discussions with patrons. This
is a favorite shoplifting "technique."

19. Renove enpty hangers from garnent racks after conpleting sale.

20. Cashiers should be encouraged to fanmiliarize thenmselves with

nmer chandi se prices to preclude ticket switching.

2006. PROCEDURES FOR HANDLI NG SHOPLI FTERS. Shoplifting is a serious

of fense and extrene caution nust be exercised to ensure that patrons
are not subjected to false arrest and enbarrassment. Use good judg-
ment and be courteous at all tines.

1. Persons should never be apprehended for questioning on the nere
chance that they may have stol en nerchandise. A good rule is "If you
didn't see it - it didn't happen.”

2. If an enpl oyee has witnessed a patron shoplifting and is certain
that store nerchandi se has been hidden on the patron, the enpl oyee
shoul d:

a. Keep the suspect under constant observation

b. Inmediately sunmmon, or have anot her enpl oyee sumon, the
manager or security personnel authorized to detain a shoplifter

c. Informthe appropriate exchange official of observations, the
itemshoplifted, where it is hidden or held, the location from which
it was renmoved, and any action by the suspect, such as renmoving a
price ticket or changing a marking or price.
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d. Mke certain that the itemwas actually exchange merchandi se
and not in the possession of the patron when entering the exchange.

e. Take further action as directed by the exchange official such
as continuing sur veillance, return to duty station, etc.

3. The manager or security official authorized to detain a shoplifter
shoul d:

a. Be certain the suspect still has possession of the exchange
nmer chandi se.

b. It is preferable to wait until suspect has passed the centra
checkout or |ast register and exits from exchange. Check |ocal |aws
to determine if shoplifters may be detained within confines of an
exchange. Some States have determ ned that if merchandi se is con-
cealed, it is proof of "intent to steal"” and patron nay be detai ned
bef ore exiting exchange.

c. Imrediately after suspect |eaves exchange prem ses, stop the
suspect and identify yourself by name and title. Use a |ow, nodul ated
voi ce to avoi d enbarrassmnent.

d. No allegations should be nade in the presence of other
customers or bystanders.

e. Suspects should be invited to acconpany exchange official to
the manager’s office or other area which affords privacy.

f. If the suspect refuses to acconpany exchange official, explain
that there is a discrepancy that must be resolved in privacy. Upon
continued refusal, informsuspect that nerchandi se for which payment

has not been nade is believed to be in their possession. No
accusation of theft should be nade.

g. |If the suspect at this point absolutely refuses to cooperate,
attenpt to make an identification by name tag, description, or auto
license nunber. Do not touch or attenpt to forcibly restrain the
suspect; allow the suspect to proceed and notify mlitary or security
pol i ce.

h. If the suspect voluntarily proceeds to the nanager’s office or
ot her designated private area, wal k behind suspect to ensure that the
stol en merchandi se i s not discarded

i. Informsuspect that merchandi se for which proper paynment has
not been made may be in their possession. Make no outright accusation
of theft. A witness nust be present during all conversations with the
suspect; do not close the door to the office and never be alone with
the suspect. |If suspect is a female, witness nmust also be a female.

j . Under no circunstances should the suspect be subjected to
search by exchange personnel

k. Notify the mlitary or security police and advise them of the
suspect ed of fense and request assi stance.
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. Merchandise involved in an incident of shoplifting will be
turned over to a nmilitary or security police against receipt. A
"custody chain" will be nmintained fromthe nonent nerchandi se is
recovered froma suspect. The chain should include as few persons as
possi bl e since the chain may have to be reconstructed by court appear-
ance of each person who handl ed t he nerchandi se.

m | f suspect is acconpani ed by anot her person, advise that
person that an irregularity may exist and extend the courtesy to use
t he tel ephone; make them as confortable as possible w thout undue
enmbar r assment .

n. On occasion, shoplifting suspects may feign illness upon
apprehension, or at |east an urgent need to use the toilet facilities.
These instances may be sinply a ruse to enabl e suspect to dispose of
t he nerchandi se. If the exchange official |oses continuity in the
survei |l lance or control of the merchandi se, the conplaint of shop-
lifting may be unsupportabl e and may al so subject the exchange to
charges of false arrest or harassnent. On the other hand, the
confrontation may actually precipitate for the subject, a |oss of
bl adder control or fainting. Life threatening illness such as a heart
attack is very rare, but cannot be totally ignored. Exchange
of ficials should not be deterred, but nust be prepared for the
possibility of a clainmed illness or actual energency. |If the suspect
expresses an urgent need to use the restroomfacilities, insist on the
return of the merchandise first, or arrange a close escort. |If the
synptons indicate a serious illness, seek nedical aid inmediately.
Suspect shoul d be under close surveillance while nedical aid is sought
wi t hout further endangering the subject’s health.

0. The Marine Corps Exchange is not a | aw enforcenment or invest-
i gati ve agency, and no enployer may administer a "Mranda" type
advi sement of rights to a suspect.

p. The responsibility for prosecution of suspected shoplifters
rests with the cormander. Marine corps Exchange personnel will
cooperate fully in any prosecution by providing testinonial and/or
docunent ary evi dence.

g. Local, municipal, and State | aw enforcenent authorities should
be contacted so that exchanges may fully conply with any local |aws
concer ni ng apprehensi on and detention of civilian shoplifters.

r. Local commanders have the authority to pernit authorized
exchange personnel to performcertain | aw enforcenent-type functions
such as detaining and conducti ng personal searches to recover
nmer chandi se, with the voluntary cooperati on of the suspect.

4. Enpl oyees should constantly be aware and involved in the exchange
antitheft program As an added incentive, a letter of conmendation
fromthe exchange officer will tend to boost noral e of those exchange
enpl oyees whose efforts have added to shoplifting and pilferage

det ecti on and/or apprehensions. A copy of the letter, in addition

to being nade a part of the enployee's permanent file, should be
posted on the bulletin board for all enpl oyees to read.
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CHAPTER 3
I NTERNAL THEFT PREVENTI ON

3000. GENERAL | NFORMATION. It is generally acknow edged that

enpl oyee theft of merchandi se and/or cash constitutes between 65-75
percent of all inventory shrinkage w thin general nerchandi se stores
in the commercial sector. There is no reason to believe it is any

|l ess within the exchange system In addition to the dollar shrinkage,
thefts by enployees indirectly contribute to even greater costs assoc-
iated with investigations, disciplinary actions, separation of trained
personnel, additional training, elaborate security neasures,

di m ni shed norale, and lower efficiency. Pilferage is conmitted by a
wi de variety of enployees, using any nunber of differing techniques,
and characteristically spreads throughout the work force if allowed to
go unchecked.

3001. MANAGEMENT AWARENESS. To control pilferage, nanagenment mnust
recogni ze the fact that while nost people are honest, some enpl oyees
are stealing fromthe exchange while others may be potential thieves.
Realizing this problemis the first step in effective preventive

and/ or renedi al nmeasures. To control pilferage, nanagenment mnust
recogni ze potential problemareas, detect pilferage in its early
stages, and strictly enforce preventive neasures. Exchange management
at all levels nmust be aware of their responsibilities in the fair and
ef fective use of these neasures. Continually disregarding an

enpl oyee’ s di shonesty can influence other enployees to becone invol ved
insinmlar activity.

3002. EMPLOYEE | NDOCTRI NATI ON AND TRAINING  Conti nued enphasi s nust
be placed on indoctrination and training of new enpl oyees. Exchange
policies and procedures for enpl oyee shoppi ng, cash, and nmerchandi se
controls nust be stressed during the indoctrination period. This

i ndoctrination training nust be followed with frequent refresher
training. There nust be no question in an enployee’'s nind as to
managenent’ s concern for safeguarding the exchange’'s assets.

3003. METHODS OF PI LFERAGE AND PREVENTI VE MEASURES
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CASH REG STER OPERATI ONS

Pl LFERAGE METHODS

Failure to ring up a sale on the

cash register. This is generally
acconpl i shed when a custoner tenders
t he exact amount of sale. It is also
possible if the clerk is operating
with an open register drawer. derks
may keep nental or witten notes on
an accunul ated "overage" which is
renoved | ater.

Underring a sale, but charge the
custonmer the full sell price. This
nost often occurs during peak traffic
periods. The register stub is

di scarded and not given to the
customer. This practice is easier to
acconpl i sh when regi ster w ndows
cannot be viewed by the custoner

Short ring a sale.
deliberately fails to ring up one or
nore itens and when conpl eting the
sale, informs the customer of the
"mstake." The clerk then wites the
t he custoner cash register receipt.
sell price of the omtted itens on

The intentional
in this manner is |ater renoved from
t he cash drawer.

Overcharge a customer, but ring up
the actual price of the nerchandi se.
The overage accurmul ated is |ater
renoved.

PREVENTI VE MEASURES

Perform frequent unannounced
spot - checks of each cash
register and maintain a | og

of results. (I mmediate invest-
i gati on of excessive or recur-
ring cash shortages/overages
is required.)

Require that cash register
drawers be closed after each
transacti on.

Requi re nmanagenent control of
each "itemcorrect," "void
total," "no sale," or "zero-
ring." (zero-rings nust be
controlled to minimze loss.)

Assure that the cash register
transacti on wi ndow(s) is/are
vi sible to and unabstructed

A clerk from custoner.

When repl acenment registers are
needed, careful consideration
shoul d be given to those
nmodel s whi ch have a displ ay
screen easily visible to

overage accunul at ed custoners.

Qutright theft froma comon cash
drawer used by nore than one

enpl oyee. (Pinpointing responsi -
bility for the resultant loss is

extrenely difficult, particularly
on single-drawer cash registers.)

Wer ever possible, do not
pernmt saleclerks to share
cash drawers.

Theft from another clerk’s cash
drawer. This is frequently nade
possi bl e by an enpl oyee’s failure
to lock the register drawer and
renove the key when the register

i s unattended.
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Ensure that sal escl erks | ock
their cash drawers and renpve
keys whenever they |eave

regi sters unattended. (To
prevent danage in the event of
a burglary, cash register
drawers wll be left open
during nonoperational hours.)
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CASH REGQ STER OPERATI ONS

Pl LFERAGE METHODS

Theft from own cash drawer by use of
fictitious refund or overring slips
This is made possible by lax contro
on authority to validate a refund or
overring.

PREVENTI VE MEASURES

Ensure that blank refund
vouchers issued to cash
register locations are
strictly controlled to
prevent access by

unaut hori zed personnel

Pernmit only the manager or
desi gnat ed supervisor to
approve overrings; require
approval prior to the
custoner’s departure

Theft from another clerk’s cash
drawer by use of a duplicate cash
regi ster key; e.g., the A or B drawer
key of one register may fit the

A or B drawer of another register, or
an entry code on an EPCS register may
be menorized and used in the
operator’s absence

Mai ntain strict control

over spare cash register
keys. They nust be stored
in a secure area accessible
only to authorized

per sonnel

Ensure that enpl oyees using
EPCS registers are fully
aware of the dangers of not
keeping their entry codes
confidenti al

Issue of a sales slip in lieu of
cash register receipt for sale of

a controlled itemthereby
intentionally failing to ring up the
transaction and pocketing the sales
anmount .

Mai ntain strict control over
sal es books/slips. Ensure
that cash register trans-
action nunbers are used on
all sales slips.

EPCS regi sters can be pro-
gramed to automatically
report nissing sales slip
numbers on sales for which
no sales slip nunber was
entered.

Regi sters shoul d never be
"zeroed" out; cunulative
totals should be recorded
dai |l y and openi ng readings
subtracted from cl osi ng
readi ngs; difference is the
daily total

Theft of total receipts rung up
on an extra or spare cash register
put in use during peak sal es periods

wi t hout authorization or docunentation

aut hori zed personnel

Mai ntain strict control over
spare cash registers. They
must be stored in a secure
area accessible only to

When a register is noved to
storage, transferred or

| oaned to another activity,
a reading will be taken of
each drawer for each sales
category key. The reading
is to be recorded in the
per manent control |l og by
regi ster nunber and date
The recorded reading will
beverified with the opening
reading at the tine the
register is again placed in
service
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CASH REG STER OPERATI ONS

Pl LFERAGE METHODS

PREVENTI VE MEASURES

On transfer or |oan of a
cash register to another
activity, the reading of
each sal es category key

wi Il be annotated on the.

sal esclerk’s daily cash
report. The receiving
installation will verify

the readings at the tine

of receipt prior to placing
the register in operation

Di screpanci es in readings
will be inmediately reported
to the exchange officer.

Assure that only the ex-
change officer or design-
ated representative take
daily cash regi ster read-
ings of all cash registers.
Cashi ers shoul d never be
permtted to take register
r eadi ngs.

THEFT OF MERCHANDI SE

Theft of merchandi se and renoval from
premni ses by conceal ment on person, in
handbag or parcel, during |unch/rest
break, or at any tine the opportunity
exi sts.

Closely nonitor the entrance
and exit of enpl oyees from
the facility during operating
hours.

Restrict all enployees to a
singl e desi gnated entrance/

exit, other than through the
st ockroom

Require enpl oyees to keep
personal effects in |ockers
or other secure areas apart
fromselling and storage

ar eas.

Theft of clothing, by putting on the
garnments under work clothing. (This
practice is nost preval ent when

enpl oyees are permtted to shop
unsupervi sed, prior to opening hours.)
openi ng) and days off.

Theft and i mmedi ate consunpti on of
consunabl e nerchandi se

Del i berate soiling or damagi ng of

nmer chandi se to obtain markdown for

t he enpl oyee’s own or an acconplice’s
benefit.
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Enmpl oyees shoul d be permt-

ted to shop only at

specified tines; i.e., lunch
and rest before or after

shifts (but not before exchange

Assur e proper supervision of
enpl oyee’ s activities in the
facility prior to store’'s
openi ng and after business
hour s.
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3003

THEFT OF MERCHANDI SE

Pl LFERAGE METHODS

Del i berately discardi ng nerchandi se
in the trash for later retrieval

PREVENTI VE MEASURES

Require that all boxes and
containers be flattened
before they are di scarded.
(At close of business daily,
periodically inspect trash-
di sposal areas for conceal ed
mer chandi se.)

Ensure adequate supervisory
control over custodial and/
or mai ntenance personnel

Baggi ng nerchandi se and having it
renoved fromthe prem ses by another
enpl oyee, relative, or custoner
acconplice. (Frequently discarded
cash registers receipts frombona fide
sal es transactions are stapled to bags
cont ai ni ng stol en nmerchandi se of

equi val ent val ue.)

Payi ng | esser anount than actual sales
price for nerchandi se when permitted to
ring up sales for thenselves, relatives,
or close friends.

Custoners, particularly
relatives or friends of

enpl oyees, must not be
permtted in retail facili-
ties, prior to opening and/or
after the close of business.
In addition, cashiers/checkers
must not check out purchases
for their relatives in any
branch staffed by two or nore
enpl oyees.

Di scourage enpl oyee’s friends
and relatives fromloitering
inthe facility during
enpl oyees’ duty hours.

Avoi d assigning relatives/
close friends to closely
rel ated positions.

In collusion with enpl oyees of other
departments, underchargi ng each ot her
for purchases. (This practice occurs
nore often when enpl oyee purchases are
not properly controlled.)

In collusion with customers or other
enpl oyees, not charging for or
undercharging for purchases and | ater
sharing the profit. (Oten the.
pilfered merchandise is |ater returned
for a full cash refund.)

See paragraph 3004, on
enpl oyee purchases.

Putting fal se sales tickets on
nmer chandi se to reflect |ower prices.

Restrict authority for
control | abl e markdowns to
responsi bl e managenent
per sonnel

Assure strict control of
directed price changes.
(Ensure that pricing and
pri cenmaki ng procedures are
frequently checked by
managemnent . )
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THEFT OF MERCHANDI SE

Pl LFERAGE METHODS

Hi di ng nmerchandi se in backup stock
areas, restroons, corridors, trash
contai ners, or under counters for

| ater theft.

PREVENTI VE MEASURES

Conduct periodic prem ses
checks for conceal ed

mer chandi se. Ensure that
access to stockroonf security
roons/ cashi er cages/contro
led areas is restricted to
persons whose official duties
require their presence in

t he areas.

Where possible, prohibit the
par ki ng of enpl oyee vehicles
near side or rear doors of
the facility.

In collusion with warehouse
personnel, signing for nore

nmer chandi se than actually received
and splitting the profit or diverting
t he nerchandi se.

The collusion with vendors or carriers,
signing for nore nerchandi se than
actual ly received in exchange for a
gratuity.

St eal i ng nerchandi se recei ved wit hout
i nvoi ce or shippi ng documents.

Assure that only responsible
personnel count incom ng and
out goi ng shi pnents, and that
shi pnents are reconciled to
shi ppi ng docunents.

Assure that all incom ng
mer chandi se is pronptly and
properly posted to the
recei ving | og.

Frequently check open-order
and direct-delivery shipnments
to assure accuracy.
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3004. EMPLOYEE PURCHASES. Purchases nmade by enpl oyees of the
exchange nust be rigidly controlled. Printed rules and regul ations
regardi ng enpl oyee purchases shoul d be posted and given to each
enpl oyee. Follow ng are basic guidelines which will help contro
abuse of enpl oyee shopping privil eges:

1. Enployees will not ring up or conpute their own purchases.

2. Cash register receipts, as in the case of all other custoner
transactions, nust be affixed to the packages.

3. Purchases nmust be paid for at tine of sale, except for an
aut hori zed | ayaway transaction

4. After sale is conpleted, enployee will take purchase directly

to designated storage area where it will remain until claimed at the
end of enployee’s shift. Enployees who are leaving activity after
conpleting their purchase may take their purchase with them

5. Enployees will not set aside nerchandise for |ater purchase nor
ask any other enployee to do so. This also applies to custoner re-
guests for such unauthorized hol ds.

6. No enployee may buy "as-is" or contenplated nmarkdown nerchan-
dise until that merchandi se has been officially marked down in price
and offered for sale to exchange patrons for at least 1 full day.

7. No enpl oyee or manager may markdown mnerchandi se as a "favor™
to anot her enpl oyee or custoner.

8. Al enployee packages must be subjected to inspection at any-
time by the exchange officer or designated representative.

9. Enployees may not be permitted to do personal shopping before
facility is open or after close of business. Purchasing by enpl oyees
will be restricted to authorized "breaks." Shopping during off-duty
times will be acconplished in conformance with established rul es and
regul ati ons.

3005. EMPLOYEE REFUNDS, EXCHANGES, AND LAYAWAYS. Enpl oyees are en-
titled to refunds and exchanges just as every custoner of the exchange.
These transacti ons, however, must be carefully nonitored. A record of
an enployee’s refund will be retained in the activity and reconcil ed
agai nst the original sales slip.

1. No enployee shall prepare their own refund. Refunds will be
prepared 1n the departnent by a salesclerk, or at the central refund
desk, and authorized by designated supervisor who will inspect sales

recei pts and nerchandi se bei ng returned.

2. No enployee shall effect their own exchange of merchandise. A re-

fund will be obtained at the central refund desk, and approved by the
activity nmanager. Enployee nay then purchase other nerchandise within
t he exchange which will be handl ed as a new purchase.
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3. Enpl oyee | ayaway purchases nust be approved by the activity

manager or representative at the tinme of the final paynent. 1In lieu
of cash register validation on the sales slip, |ayaway ticket nunber
will be witten on the enployee’s sales slip. Contents of the | ayaway

wi || be checked against a |ayaway ticket at the tine of final paynent
and pi ckup.

3006. EMPLOYEE PACKAGES, LOCKERS, AND INSPECTIONS. Printed rules
shoul d be conspi cuously posted and given to each enpl oyee regarding
packages, |unch boxes, and purses brought into an exchange. These
printed regul ations should include the notice that |ockers, purses, and
packages will be subject to inspection

1. Enpl oyee packages brought into the exchange, with the exception of

l unch bags or purses, should be checked at the sane area where enpl oyee
purchases are kept. A claimcheck system should be used, with one
portion of the check affixed to the package and the ot her retained by
enpl oyee to redeem parcel upon | eaving premni ses.

2. Personal belongings of enployees such as handbags, purses, or

cl ot hing should not be permitted on the sales floor or in warehouse
areas. Lockers with keys or conbination | ocks should be provided for
enpl oyees. Keys and/or conbi nations should be issued by the exchange
of ficer or designated representative. Keys nust be returned upon
term nation of enpl oynent.

3. Exchange activity managers have the authority to conduct inspection
of parcels, packages, or other objects carried into or out of the ex-
change activity by enployees. This authority extends to the search and
i nspection of enployee |ockers within the activity, in the presence of
t he enpl oyee and another witness. This authority is restricted to the
foll ow ng conditions:

a. Inspections will be conducted at designated tinmes and specific
| ocations within the activity to avoid undue enbarrassment to enpl oyees.

b. Inspections will be strictly inpartial and nonsel ective, and
will apply to all personnel of the activity regardl ess of grade or
nature of duties.

c. Enployees will be advised in advance, in print, that periodic
unannounced i nspecti ons of enpl oyee parcels, packages, and hand-carried
objects will be conducted and that the purpose of the inspection is
part of the |oss prevention program

d. Inspections will be conducted only by the exchange officer
activity nmanager, assistant nanager, security personnel, or nilitary
| aw enf orcement personnel, and will be witnessed by a third party.

e. The inspection will be limted to parcels, packages, handbags,
bri ef cases, and other hand-carried objects. Searches of clothing worn
next to the body will be made only by authorized | aw enforcenent
personnel for just cause.

f. Enpl oyee | ocker inspections will be perforned only in the
presence of the enpl oyees assigned the | ocker being inspected.

Commanders of oversea exchanges may nodify the aforenentioned procedures
as needed to neet local requirenments for increased security, provided
the nodifications are in accordance with | ocal |aws and custons and
conply with the prevailing mlitary policy rules and regul ati ons.
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3007. DI SPLAY DEPARTMENT. Exchange officers, departnment managers,
and di spl ay personnel nust be inpressed with the fact that nerchandi se
used for display purposes represents cash val ue.

1. Each departnent should have a | oan book. [If merchandise is to be
used for display in wi ndows or outside of the actual departnent, mer-
chandi se shoul d be signed for by display departnment and checked back in
when nerchandi se is returned.

2. Merchandi se used for display is often never returned. This |oss
can be prevented by putting the responsibility on the borrower (display)
and the |l ender (departnent). Loan books can alleviate this problem

3. Floor displays should not be placed where a shoplifter or enployee
can take all or part of the itemwhen exiting the prem ses. Snal

pi eces of jewelry should not be used on displays in noncontrolled

ar eas.

4. Internal security or operations personnel should spot check to
ensure | oan books are being used properly.

5. Cosnetics, drugs, and certain fabrics can be damaged by heat,

di splay lights, or sunlight in display windows. |If this happens with
any frequency, steps nust be taken to prevent this |oss. Perhaps

nmer chandi se is being left on display too |long. Perishable itens nust
be protected from damage through displ ay.

6. Display material is expensive. Ensure that display personnel are
not tenpted to decorate their own hone with exchange nerchandi se or
material. The display manager and personnel nust be aware of managenent
concern

7. Mannequins and display fixtures nust be safeguarded agai nst breakage

and | oss. Replacenent parts are generally available for these itenms. It
is much | ess expensive than replacing the entire fixture.

3-11



SECURI TY AND LOSS PREVENTI ON MANUAL

CHAPTER 4
PHYSI CAL SECURI TY

MERCHANDI SE SECURI TY DEVI CES
SURVEI LLANCE DEVI CES
SECURI TY COVMUNI CATI ONS

ANTI - SHOPLI FTI NG SI GNS

PARAGRAPH

4000
4001
4002
4003

PAGE
4-3
4-4
4-4
4-5

4-1






SECURI TY AND LOSS PREVENTI ON MANUAL
CHAPTER 4
PHYSI CAL SECURI TY

4000. MERCHANDI SE SECURITY DEVICES. During the past decade there has
been a proliferation of anti-shoplifting devices which have been made
avai |l abl e. These devi ces, nost of which are attached directly to the
nmer chandi se, take nyriad shapes and forns. There are sinple chains
with | ocks and large rings that are run through the sleeve of hanging
garnments; cables that tie down handbags and other small items to dis-
play fixtures, and specially constructed fixtures thenselves in which
a built-in |l ocking device allows the nerchandi se to be securely

af fixed. There are al so sophisticated plastic tags which are attached
to the nerchandi se and which trigger an audi bl e al arm when a custoner
attenpts to | eave a designated area. The pros and cons of each type
of device foll ows:

1. Tie-Down Devices (Chains, Cables, and Locking Fi xtures)

a. Advantages. Effective in that they preclude shoplifter from
easi |y taking merchandi se fromrack

b. Disadvantages. Labor intensive. Departnents wth merchandi se
which utilize these devices nust be staffed at all tines, or at the
very least, a salesclerk with keys nust be nearby to unl ock the
security devices, remain with custoner while trying on or exam ning
the item and resecuring the nmerchandi se. This nmay have adverse
psychol ogi cal effect on custonmers. Custoners get the inpression that
they are not trusted. A custoner "turn-off."

2. Electronic Tags (Sensormatic, Knogo, etc.)

a. Advantages. Can be effective in detecting shoplifters. Not
expensi ve to purchase; tags are reusable. My be advant ageous when
used in special high risk areas and on specific merchandi se.

b. Disadvantages. Labor intensive. Tags nust be affixed to
nmer chandi se very carefully to prevent damage to merchandi se. Tags
nmust be renoved with special devices at the cash desk. People nust be
trained to deal with potentially enbarrassing situations in which alarm
sounds because custonmer has actually shoplifted nerchandi se or cashier
was negligent in renoving electronic tag.

3. Alternate Devices and Mt hods

a. Plastic Cable Ties. These sinple, inexpensive ties can be used
to tie down the hangers only, on hanging ready-to-wear merchandi se.
The cable tie is wapped around a netal hanger hook and fastened to
fixture. The custoner may take garnent off to try on or exanine nmer-
chandi se; prevents grabbing a nunber of garments at one tinme and
exiting the exchange. |If the garnent is sold, the tie nust be renoved
by using cutting pliers.

b. Hanger Reversal. By reversing every other hanger hook on a
rack, the shoplifter can be prevented from grabbi ng a nunber of
garments at one tinme and exiting exchange. Sal esclerks nmust be trained
to continually pay attention to stock, keeping hangers alternately
reversed.

Exchange of ficers may nmake deternination whether to enpl oy these
security devices within their exchanges, keeping in mind the cost

ef fecti veness of the programin relation to the shrinkage or security
probl ens peculiar to the exchange. Exchange officers nmust detern ne
al so whether these security devices are counterproductive to the ex-
change, in terms of good business practice and the goodwi ||l of its
patrons.
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4001. SURVEI LLANCE DEVI CES

1. Judicious |location and proper use of two-way mrrors and obser-
vation platforns can serve as both a deterrent to internal theft and
as an aid in shoplifting detection. Surveys have shown that anateur
shoplifters, especially teenagers, fear observation booths nore than
any other anti-shoplifting device. These booths have an additiona
cost-effective advantage. They are relatively inexpensive to install
and need not be constantly manned to act as a deterrent to shop-
lifters. When the booths are manned, at |east two security persons
are required to forman effective conmunications |ink between the
observer and the activity floor

2. Surveillance devices which may be installed at m ni nrum expense
i nclude two-way nmirrors, one-way glass, convex mrrors, and peephol es.

3. Cosed circuit television (CCTV) canmera systens are relatively
expensive to install and maintain since the system nmust be constantly
nmoni tored for maxi num efficiency. The nost judicious use of this
systemis when it is enployed to nonitor enployee activities in areas
such as war ehouses, |oadi ng docks, and cash offices. An unmanned CCTV
system may al so act as a deterrent. Dummy canmeras can be effective as
anti-shoplifting devices provided the shell of a genuine canmera is
used. These devices hold no terror for professional thieves but can
provi de excellent protection from amateurs.

4. The decision to install surveillance devices will be the respon-
sibility of the exchange officer, bearing in mnd the cost effective-
ness of the surveillance program

4002. SECURITY COVMUNI CATI ONS. To provide effective security
surveill ance of exchanges, warehouses, and stockroom areas, and the
enpl oyment of surveillance devices described in the precedi ng para-
graphs, consideration nmust be given to conmunications capabilities

bet ween security personnel and exchange managenent. Basically, there
are three nethods of security communication which are adaptable to ex-
change requirements. Selection of equiprment should be a nanagenent
deci si on, based on the type of surveillance devices, if any, in use.

1. Signals. Signal lights are |located at strategic points within an
exchange for use in requesting assistance of security personnel

Advant age of this systemis sinplicity and mnimal costs. The main
di sadvantage is that signals may beconme known to shoplifters, causing
themto avoi d apprehensi on by di scardi ng nerchandi se.

2. Tel ephone Intercom Basic extensions of existing tel ephone system
are installed at renote observation points that are used for
surveillance. The systemoffers direct conmmunicati on between obser-
vation point and security or exchange management on sales floor. Miin
di sadvantage is that security/exchange managenment mnust normally be
paged phonically over exchange public address system Paging shoul d be
coded to avoid alerting suspects. |Installation cost is usually m ninmal.
Peri odi ¢ dummy security announcenent over the public address system
will act as a deterrent and serve notice to potential shoplifters that
there is a security force on the prem ses. Exanple:

"Security please report to area b."
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3. Two-Way Radios. Effective for both pilferage and shoplifter
control. Mbility of these devices nakes them nost effective in stock-
roons, warehouses, and other open areas. Mjor disadvantage is that

t he obvi ous use of two-way radi os becones detrinmental to the effective-
ness if security officers are posing as custonmers while naintaining
surveillance. QOher considerations include static, interference,
restrictions created by terrain, and building configuration. This
device nay require fee licensing as | ow output radios usually are not
very effective for security purposes. Costs vary, but generally wll
be accept abl e.

4003. ANTI-SHOPLIFTING SIGNS. In case of severe probl ens, posting
anti-shoplifting signs may be appropriate. Size should be no |arger
than 7 inches by 11 inches and contain no threatening or offensive
wor di ng. Suggested wording may be as foll ows:

SHOPLI FTI NG

- means higher prices for the honest custoner

- is acrimnal offense and violators
wi |l be subject to prosecution
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CHAPTER 5
FACI LI TY SECURI TY

5000. GENERAL | NFORMATION. Security standards prescribed in this
chapter are prinmarily directed toward the prevention of |osses re-
sulting fromforced or illegal entry or exit. It is not feasible or
necessary to provide all activities with the sane degree of protection
required for main retail stores or warehouses. Sone activities wll
require nore security attention than others depending on | ocation
structural integrity of the building housing the facility, value of
exchange assets involved, and periods of tinme the facility is unmanned
or unguar ded.

1. The exchange officer is encouraged to solicit the support of the
base security section to have exchange activities included in the
regul arly established guard patrols.

2. Alarmsystens, including duress alarnms, other than those tested

daily upon closing a facility, will be tested at |east weekly by
exchange managenent. Test procedures will be coordinated with
theirtilitary/security police. A record of these tests should be kept
inthe activity files for 1 year. |f for any reason an al arm system

i s inoperable, and cannot be repaired before activity is secured, base
security will be notified by tel ephone, and, if deemed necessary by the
exchange officer, security will be provided in that activity until such
time as the alarm can be repaired.

3. Mddern shopping centers and facilities with a large area of gl ass

doors and wi ndows wi |l have adequate | ocking devices on doors and

wi ndows and shoul d be provided with intrusion-detection alarm systens.
An alarm systemis designed to detect, not prevent, and should be used
in addition to, not as a substitute for, normal security neasures.

5001. ACCESSIBLE OPENI NGS. Accessible openings are those doors,

wi ndows, skylights, vents, transons, or any opening that may be
reached by a reasonably agile person. Al accessible openings nust be
protected by adequate |ocking and security devices. Locking devices
may be deadbolt | ocks, heavy duty hasps and pad | ocks, crossbars, or a
conbi nati on thereof.

1. \Where a door is a designated fire exit, panic bars or an energency
exit device shall be installed in addition to | ocks described in para-
graph 5001, preceding.

2. To discourage unauthorized use of fire exit doors during
operational hours, a day al arm system nust be provided that wll auto-
matically activate an audi bl e al arm when door 1s opened. Signs nust
be posted on fire doors indicating that it is an energency exit only
and warni ng of alarm

3. The activity manager or authorized representative will ensure that
| ocki ng devi ces, other than panic bars, are unlocked when building is
occupi ed.

4. Any solid external door designated for enployee entrance or exit
and/ or trash di sposal should be equipped with a security glass view
panel, or with a peephole to enable enployees to identify person(s)
out side prior to opening door.
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5002. PROTECTIVE LIGHTING  The requirements for interior |ighting
wi | | depend on the physical construction of the activity. Sufficient
lights will be left on during non-occupancy to enable mlitary/
security persons to observe area fromoutside the building. Exterior
lighting should provide a reasonabl e degree of illumination during
hours of darkness at those areas nobst vulnerable to illegal entry or
vandalism Lights should be protected by screen coverings and act-
ivated by timng devices whenever practical. Burned out lights wll
be replaced inmediately. Switches or controls for exterior lights
will be installed so as to be inaccessible to unauthorized persons.

5003. OPENI NG AND CLOSI NG PROCEDURES. When an activity is opened, an
i nspection will be i mediately conducted to include, but not be
restricted to:

Saf es Door s
Security Roons W ndows
St ockr oons Mer chandi se

If any irregularities are noted or if there is any evidence of
burglary or attenpted burglary, the mlitary/security police will be
notified imrediately. Nothing should be touched or disturbed unti
the investigating police have conpleted their prelimnary investi-
gation.

1. \Where staffing pernits, the opening and closing of an activity
wi || be acconplished by the ranking supervisor and anot her designated

enpl oyee.

2. At the close of each business day, the ranking supervisor and/or
aut hori zed representative will make a preclosing inspection of the
prem ses. The inspection will assure that all safes, doors, w ndows,
etc., have been secured and that no person is hidden in bathroons,

st ockroonms, warehouse, or any area of the exchange. The supervisor
will set alarns and exit the prenises.

3. Those persons designated as security officers or other designated
personnel will make periodic checks to ensure that all areas of access
are properly secured, all alarmsystens are operabl e, and opening and
cl osing procedures are being conplied with.

4. If the alarm cannot be activated at the conclusion of business,
security and exchange personnel will notify the al arm conpany who will
attenpt to correct the problem Exchange officials should be alert to
the possibility that the alarm system has been deliberately tanpered
with to prevent activation. Under no circunstances should an activity
be secured until the alarmsystemis operable. |If it is inpossible to
activate the alarm consideration must be given to stationing a guard
within the activity until the alarmis repaired. Under these cir-
cunstances, mlitary police authorities should be advised of the

i noperabl e al arm and of the security personnel within the activity.

5. Alarm systens should be tested periodically, but no |less than
monthly, to ensure that the proper alarmsignals are being received
for the correct activity, by the nmilitary police, and/or centra
alarmstation. A log should be kept of these tests.
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5004. CASHI ER CAGES. Cashier cages, booths, and other areas where

| arge suns of cash and checks are kept nust be adequately encl osed,
including floors and ceilings. Doors will be provided with automatic

i nsi de-1 ocki ng devices and kept | ocked at all tinmes. Solid doors to
cashier cages will be provided with a view panel glazed with security
glass or with peepholes to enable cashiers to identify persons desiring
entry. Al safes nust be kept locked at all tines.

1. Cashier cages in facilities not equipped with a vault should be
arranged so that safes and cashier are visible to the public to avoid
conceal nent of possible holdup or burglary. Unless already provided
with security screens or bars, windows will be constructed of security
gl ass. The service opening through which business is transacted nust
be kept to a mi nimum si ze.

2. Access to cashier cages will be limted to those persons assigned
to work in the cage. Janitorial or other personnel requiring periodic
access to the cashier cage will be acconpanied at all times by a
supervi sor or designee. Signs will be affixed to entry doors

prohi biting entrance by unauthorized personnel

3. Cash register funds will be kept in individual securable
containers, i.e., lockable register trays or |ockable zipper-
secured canvas noney-bags. Each bag will be clearly marked with the
applicable register nunber.

4. Prior to opening, and at the close of business daily when cashiers
and ot her desi gnated personnel are engaged in disbursing, collecting,
and consolidating cash receipts and change funds, all external doors
except enployees’ entrance/exit and activity doors in use for trash

di sposal will be closed and | ocked. Those two doors will be carefully
controlled to preclude access to the facility by unauthorized
personnel. Only authorized exchange and security personnel wll be
permitted in the facility. Those authorized personnel desiring access
to the facility during these periods will be positively identified

before a door is unlocked and opened to pernit their entrance.

5. Positive identification of persons unknown to exchange personne
wi || be acconplished before all owi ng those persons in areas not open
to the public. Unauthorized personnel (friends, relatives, etc. ).
will not, at any tine, be authorized access to any area of the ex-
change not open to the public.

5005. DI SPLAY COUNTERS. d ass tops of display counters, where jewelry
items are displayed will be firmy fastened to prevent lifting or
renoval . Sliding doors will be kept locked at all tines when not under
survei |l l ance of a sal esperson

5006. EMERCGENCY NOTI FI CATI ON DECALS. An energency notification deca

will be affixed to the front entrance of all facilities. The decal
will contain the tel ephone nunber of the appropriate nmilitary/security
police officer. The mlitary/security police will, in turn, notify

exchange officials as appropriate.

1. The nane and tel ephone nunber of responsible facility nanagenment

will be nade a matter of record at the appropriate nilitary/security

olice office. If there is a change in facility managenent, the change
Il

wi be made at the mlitary/security police office.
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2. Exchange managenent will not report directly to a closed facility
to resolve an enmergency. Managenent will report to the notifying
mlitary/security police station and proceed to the scene with police
of ficials.
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CHAPTER 6
COUNTERFEI T MONEY

6000. GENERAL | NFORMATION. Cashiers and ot her personnel who handl e
cash should be trained in the detection of counterfeit noney because
t he hol der of bogus noney is the one who takes the loss. Also, it is
the civic duty of all citizens to do everything possible to stop the
printing and passing of counterfeit tender.

1. Cashiers and sal escl erks should always be alert to the possibility
t hat someone, sonetine, may attenpt to pass "bad" noney. A conmpn
nmethod is to alter real nobney by iIncreasing apparent value. Bad noney
passers sonetines split bills of large denonmination into two pieces,
and then paste the halves on genuine one dollar bills. These bills are
then presented during a busy tine with the | arger denom nation side up
Sonetinmes a |arger denonmination bill is cut in half and the halves are
pasted on one half of a genuine one dollar bill which is then folded to
show only the | arge denomi nation. To guard agai nst such sw ndl es,

paper noney rust be unfol ded by "cashier and larger bills scrutinized
carefully. Another nethod of counterfeiting is to cut off the corners
of large bills diagonally, showi ng only the nunbered val uati on, and
pasting these corners carefully over genuine one dollar bills. To
counteract this tactic, all personnel should be aware of whose picture
is on each bill denom nation

2. By conparing a counterfeit bill with a genuine bill of the sane
type and denomi nation, several distinguishing differences may be
detected. These differences are summari zed bel ow

Genui ne Counterfeit
Portrait Stands out sharp and cl ear Dul |, srmudgy, indistinct,
from oval background, or unnaturally white
facial features appear
lifelike
Background is a fine Oval background is too
screen of fine links dark; lines irregular and

broken, with portrait
mergi ng into the back-
ground. Fuzziness

Seal s Sawt oot h poi nts sharp, Sawt oot h poi nts uneven
even, and regul ar irregul ar, and broken off

Seri al Letters and nuneral s sharp, Fi gures poorly printed

Number s firmy and evenly printed, uneven, and badly spaced
wel | spaced

Paper Scattered small, thin, red No silk threads; threads
and blue silk threads, may be inmtated by very
silk threads not notice- smal|l thin red and bl ue
abl e on worn or badly soiled ink lines; easily seen if
bills exam ned cl osely

It is inpossible to determine if a bill is genuine or counterfeit by

rubbing it on a piece of paper. |Ink can be rubbed fromcounterfeit

bills as well as good ones.
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6001. DETECTI ON OF COUNTERFEIT BILLS. One of the easiest-nethods of

detection of counterfeit bills is by "feel." Bank tellers use this
nmet hod and can often detect bad bills while counting stacks of nobney.
Si nce genuine bill paper is not paper at all but 100 percent rag

content, it has a distinctly different texture than paper, often used
by counterfeiters. Cashiers should be aware of how a genui ne bil
feel s conpared to paper. Since counterfeit bills passed by a counter-
feiter are usually printed fromthe sane engraving plate, all serial
nunbers fromthe same denom nations will be the sane. A quick check
if more than one bill of the sane denomination is offered, will reveal
if the serial nunbers are the same. Additional guidance may be
obt ai ned by contacting the U S. Secret Service, |ocal banks, or the

U S. Government Printing Office. Sone banks may have sanpl es of
actual counterfeit bills to use during training sessions.

1. Counterfeit coins can be detected by dropping themon the cash
regi ster change plate. Authentic coins ring clearly; counterfeits
sound dull. Counterfeit coins usually feel greasy, and the
corrugated ridges around its edges may be uneven

2. On detection of counterfeit noney, the followi ng action will be
t aken.

a. The currency will not be returned to the passer
b. Attenpt to delay the passer.
c. Call the store manager or nearest exchange offi ci al

d. Avoid an argunent; informthe passer that the store manager
will handle the matter.

e. |If the passer |eaves, note description (height, weight, color
of hair, color of eyes, conplexion, clothing, nametag, scars, or
di stingui shing characteristics).

f. Note description of car, if any.

g. Managenent will notify local mlitary | aw enforcenent agency
or field office of U S. Secret Service.
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CHAPTER 7
NEGOTI ABLE | NSTRUMENTS

7000. GENERAL | NFORMATION. Only personnel authorized by the exchange
of ficer may approve checks for cashing. Those so authorized nmust be
careful, but not suspicious, in the process. Mst checks are good and
shoul d be accepted in good faith. The patron who presents a check
should be treated with the sanme courtesy as the patron who tenders cash
When a check is presented, it should be exam ned carefully to ascertain
t hat :

1. It is witteninink or with indelible pencil and that there are
no erasures or alterations on it.

2. It carries a current date (not over 30 days old). Postdated
checks, those bearing a date later than that upon which the check is
presented, shall not be accepted; aged checks, those over 90 days old,
shal | be accepted only when specifically authorized by the exchange

of ficer.

3. The nane of the person to whomthe check-is nmade is |egible and
that the check is properly endorsed. Wen a check is nade out to
cash, it shall bear an endorsenent by the person for whom cashed

4. |If a check is presented by anyone other than the originator, it is
endorsed on the back with the name of the person presenting it. The

| ast person endorsing the check guarantees paynent. Although a check
whi ch has been signed by the endorser only is valid, it is not as safe
as a check endorsed with the words "Pay to (Nane of Exchange)" and
then signed by the endorser. Any check containing a restrictive-
endor senent or endorsed "for deposit only" should not be accepted.
When the endorser’s nane is msspelled on the face of the check

t he endorser nust sign the endorsenent in the sane manner and then
correctly sign beneath.

5. The figures indicating the anount of the check correspond with the
witten amount. When a difference goes unnoticed, the bank will pay
the witten anount.

6. The check bears a signature and that signature is |legible; or
when the signature is not legible, that the persons name is printed
on the check.

7. Persons presenting checks will be identified as authorized patrons
prior to receiving cash or nerchandise. To sinplify conpliance and to
ensure uniformty in the treatnent of patrons, all exchanges shal
provi de a rubber stanp which shall bear the following information to
be placed on the reverse side of personal checks; and it shall be
conpl eted by the patron prior to receiving cash-or merchandi se.

(NOTE: Information preprinted on the face of the check need not be
repeated on the reverse side.) (see figure 7-1.) The Privacy Act of
1974 and the current edition of MCO P5211.2 require that when an

i ndi vidual is asked to disclose their Social Security Nunmber, they
nust be inforned:

a. \Wether such disclosure is mandatory or vol untary.
(Mandatory.)

b. Under what authority is the nunber being solicited. (5
U S.C. 301; and Executive Order 9397 of 22 Nov. 1943.)

c. \What uses will be made of it. (ldentification in the event
of nonpaynent.)
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7001. CHECK CASHI NG Only the follow ng checks may be cashed for
aut hori zed patrons:

1. CGovernnent checks may be cashed for personnel upon proper
i dentification.

2. Checks including certified checks, cashier checks, State checks,
i nsurance conpany checks, traveler’s checks, express noney orders,
and the checks of business establishnents may be cashed regardl ess of
t he anount.

3. Personal checks nay be cashed in anpbunts not exceedi ng $100 for
one person in any 1 day. Discrimnatory ceilings bel ow $100, varying
with pay grade, are prohibited. Personal checks in the exact anopunt
of a purchase may be received in any anount any tinme. The comuander
or del egated representative thereof may grant specific approval for
cashi ng personal checks for nore than $100 in individual cases.

4. Except under unusual circunstances, as prescribed by the commuander,
second-party personal checks shall not be cashed. In each case,
second-party checks shall be approved by the exchange officer or

del egated representative thereof for a patron to purchase a cashier’s
check or, postal noney order.

7002. EXCHANGE CHECKS. When a bank or post office is not con-
veniently avail able for patrons to purchase bank checks or postal
noney orders, an exchange check may be issued to authorized patrons in
exchange for cash. These checks may be nmade payable to an individual
retailer, bank, insurance or utility conpany, etc.; but may not be
made payable to a nmanufacturer, distributor, or whol esal er

7003. DI SHONORED CHECKS. When a check is dishonored and returned by
a bank for any reason, an appropriate entry shall be nade i mediately
to the account of the individual or firmconcerned. Appropriate bank
charges will be passed onto the drawer or responsible endorser. In
addition, a service charge of $10 will be collected fromthe patron
for each check returned by the bank to the exchange; this service
charge will not be levied against the patron if it is determ ned that
the check was returned because of a bank error

7004. CHECK CASHI NG PRI VI LEGES. The abuse of check cashing privileges
by mlitary personnel not redeem ng di shonored checks, or by frequent
passi ng of bad checks, will be dealt with by | ocal conmanders.

Mlitary dependents or other authorized patrons may have their ex-
change privil eges suspended for abuse of check cashing privil eges.
(Refer to MCO P1750. 6E, par, 5003.2b.) Specific information is required
to be recorded on the reverse side of all personal checks prior to
acceptance. Figure 7 - 1 applies.
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PLEASE PRINT CLEARLY

F'y Active Duty Lines 1-5
Dependents or Retired Lines 1-8
Other Lines 6-9
1. Name of

Sponsor
2. Social Security Number
3. Grade/Rate
4. Organization

&

w | 5. Duty Phone

op
6. Name
7. Home Address
8. Home Phone
9. I1.D. No.

* ‘Approved by:

<+— 2 5/8" —p

Figure 7-1.--Information To Be Placed on the Reverse Side of a

Personal Check,

p6/16"

Spaces 3/16"

7004
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CHAPTER 8
| NTERNAL CASH CONTROL PROCEDURES

8000. GENERAL | NFORMATION. The exchange of ficer or designee will
establish witten procedures for handling and saf eguardi ng cash
instrunents and ensure famliarity with those procedures by all em
pl oyees. Included in the witten instructions will be procedures for
reduci ng cash on hand to a mininumand the control of alarmsystem
keys.

8001. TRANSPORTI NG FUNDS. The transporting of funds to or froma
banking facility will be acconplished by at |east two enpl oyees
Wher e possible, transporting of funds will be acconplished during day-
light hours to avoid unnecessary exposure of funds and exchange
personnel during hours of darkness. At no time will a cash courier
vehi cl e contai ning cash and/or negotiable instrunents be left un-
attended unl ess equi pped with a tanmper alarmsystem In case of
breakdown, the couriers will remain with the vehicle until the cash
and/ or negotiabl e instrunments have been adequately Safeguarded. Al
cash courier vehicles should be equipped with two-way citizens band
(CB) radios of sufficient sensitivity and selectivity to reach al
outlying activities where courier collects cash. These CB' s may be
used to report locations, tinmes of arrival, and departure from act-
ivities and in cases of energency to alert military/security police.

8001. CASH COURIERS. A receipt, in duplicate, will be made out and
signed by cash courier and activity manager, for the correct nunber of

cash bags Picked up at each activity. One receipt will be retained by
the activity nmanager and one copy turned into the nmain cash office
with the cash bags. Activity managers will positively identify al

cash couriers and | ock cash bags before relinquishing possession
Couriers will maintain a | og of each bag by nunber and activity.
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CHAPTER 9
PROCEDURES FOR ROBBERY PREVENTI ON
9000. GENERAL | NFORMATION. Two persons will open and cl ose the
facility where staffing permts. External doors will be kept closed

and | ocked until facility is opened for business or other operationa
pur poses.

1. An enployee will be assigned to nonitor the enployee entrance/exit
door.
2. Doors used for trash renoval will be provided wth peephol es.

Precautions will be taken to prevent access by unauthorized personne
whil e doors are in use

3. Only authorized exchange and security personnel will be permtted
inthe facility during critical periods at opening’ and closing tines.

4. \Were there are separate safe and intrusion alarm systens
installed, the safe alarmwi ||l be kept energized until it becones
essential to open the safe.

5. Request increased security/nmlitary police patron assistance
during preopeni ng and postcl osi ng hours.

6. Keep cash-on-hand to the m ninum anount required for efficient
operati on.

9001. ROBBERY PREVENTI ON PROCEDURES. Ensure that all enpl oyees are
fam liar with the standard operating procedures (SOP's) to be foll owed,
in case of a robbery. A copy nust be posted in the cashier’s cage so
as not to be seen by the public, and on the bulletin board. The SOP
shoul d provide instructions to:

1. Alert responsibl e exchange officials.

2. As soon as possible, wite down all details about the robbery.

3. Obtain or have exchange official obtain nanes, addresses, etc., of
all witnesses and give information to mlitary/security police.

4. Conply with instructions of investigating authority concerning the
i nci dent .
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CHAPTER 10
KEYS AND LOCKS

10000. GENERAL | NFORMATION. Individual responsibility and adequate
security can be nmaintained only if keys to exchange spaces are
properly safeguarded and if access to such spaces are carefully con-
trolled. Al spaces shall be secured by either a tunbler |ock
possible only by its own original and duplicate keys; and/or a padl ock
of 1 1/2 inches in size or larger, passable only by its original or
duplicate keys. Locks with interchangeable cores may be utilized
provi di ng adequate receipts and key responsibility are established.

10001. KEYS. The person in charge of each space shall be assigned
custody of the original keys to the space and shall be responsible for
openi ng and securing that space. Keys will be issued on receipt
bearing the notation "Any | oss or conpronise of the keys will be

i mediately reported to the exchange officer. It is prohibited for
the hol der to have duplicate keys made." This receipt, together with
duplicate keys shall be kept.in the safe under the direct control of

t he exchange officer, in a sealed envelope. This envel ope shall be
signed across the flap by both the exchange of ficer or designee and
the responsi bl e enpl oyee. The duplicate key may be kept in a | ocked
key cabi net when the key thereto is maintained in the safe of the ex-
change of the exchange officer or designee. The use of the duplicate
key shall be restricted to cases of emergency, and then only by the
exchange officer or designee, in the presence of at |east one witness.

10002. LOCKS. Locks shall be changed i medi ately whenever the
custodi an of a space is relieved, or when the keys are | ost or com
prom sed. Breaking of the envel ope seal or use of the key by ot her
than the accountable individual will be considered a conprom se of
security. Locks to spaces may al so be changed upon relief of the
exchange officer, if so desired by the relieving officer
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CHAPTER 11
SAFES
11000. GENERAL | NFORMATI ON

1. An approved burglar, tool, torch, and fire-resistant safe which
neets the standards of the Safe Manufacturing National Association
(SWNA) shall be provided for the use of each person responsible for
exchange funds. Exceptions will be cashiers and sal escl erks who have
custody of the funds only for daily working purposes. Safes shall be
of adequate size and weight, and be properly secured by encasing in
concrete or steel strapped to floor or wall supports, when practic-
abl e. Safes should be protected by an al arm system connected to the
base police station, or, if off post, to a central station capable of
providing armed response. Were possible, safes will be keyed
separately fromthe building alarmsystemto prevent safe alarmfrom
bei ng deactivated when building alarmis turned off at the tine
managenment enters the buil di ng.

2. Safes shall be located in a properly secured area which should be
illum nated at night and, where possible, visible to security patrols
for checking when activity is secured.

3. Safes should never be left in day-lock position with dial turned
slightly off |ast conbination letter for conveni ence. Unless opened
for withdrawal s or deposits therein, safes will be fully | ocked at

all times with conbination dial spun at least three full revolutions.

4. \Wen a safe is being opened, the dial will be shielded to prevent
conprom se of the conbination

5. At the discretion of the exchange officer, exchange-owned vehi cl es
whi ch frequently transport |arge anounts of cash instrunents, may have
courier safes installed within such vehicles. A courier safe is one in
whi ch cash bags nmay be dropped but not retrieved by the cash courier
The courier safe may be opened by the head cashier only when the courier
vehicle returns to the main cashier’s office. Courier safes will be of
approved type, fastened to vehicle frane with carriage bolts installed
with the retaining nuts on the interior of the safe to preclude renoval
fromthe exterior. Printed signs reading "The courier does not possess
keys/ conbination to this container" shall be affixed to the door of the
safe by tape or magnet, to deter robbery.

6. The conbination of a safe under the direct control of the exchange
of ficer shall be known only by that individual. The conbination shal
be recorded, placed in an envel ope, securely sealed in such nanner that
it cannot be opened without mutilating the envel ope or seal, and de-
livered to the commander. The commander shall issue a receipt for the
envel ope, which shall be retained in the safe concerned. The safe shal
be opened by the commander or designated representative only in case of
energency, and then in the presence of at |east one w tness.

7. The conbination of a safe not under the direct control of the
exchange officer shall be known only by the person or persons respons-
ible for the safe. The conbination shall be recorded, placed in an
envel ope, securely sealed in such manner that it cannot be opened

wi thout nutilating the envel ope or seal, and delivered to the exchange
of ficer. The exchange officer shall give a receipt for the envel ope,

whi ch shall be retained in the safe concerned. The safe shall be opened
by the exchange officer only in case of enmergency, and
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then in the presence of at |east one witness. Seal ed envel opes, con-
tai ning safe conbinations entrusted to the exchange officer, shall be
retained in a safe under the exchange officer’s direct control unti

returned to the responsi ble person or opened in the case of energency.

8. Conbinations to safes shall be changed whenever responsibility for
the safe changes (i.e., relief of exchange officer, reassignment of
safe, etc.), and when deened necessary for other reasons.

9. Safe conbinations will be set only by an accountabl e exchange

of ficial or by an enpl oyee whose duties require know edge of safe/
vaul t conbi nations. Were practicable, a responsible enpl oyee nmay
be trained to assist in changing safe/vault conbinations. The
responsi bl e enpl oyee will prepare the conbination nechanismfor the
new setting and after it has been set by the accountabl e exchange

of ficial or other enployee required to know t he new conbi nation, will
| ock the mechanismin place without know edge of the new conbination.
Where nore sophisticated | ocking devices are enployed, the services
of a professional locksnith nmay be required. |If a locksmith is used,
exchange nmanagenent will ensure that the | ocksmth does not have
access to the new conbi nati on nunbers after it has been set by the
exchange of ficer.

10. The nunbers used for safe conbi nati ons should be randony

sel ected rather than based on birthdays, telephone nunbers, or
addresses, etc., of persons having the conbination. Miltiples and
si nmpl e ascendi ng or descending arithnetical series of numbers should
be avoi ded.

11. Safe/vault conbinations will be nmenorized and not left in or on
desks or hidden in or around the facility.

12. After the conbinati on has been reset, the lock will be tried

four times with the door open to ensure that the new conbi nation
functions properly.
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CHAPTER 12
WAREHOUSE SECURI TY

12000. GENERAL | NFORMATI ON. Warehouses are a vital elenment in retai
busi ness. However, the nature of warehouse and stockroom operations
create a high vulnerability to crimnal |osses. The nunber of
personnel shoul d be sufficient and procedures adequate, for the
protection and pronpt novenent of nerchandise. Pilferage by enpl oyees
causes a | arge percentage of warehouse/stockroom accountability |osses.
A fundanental el enent of effective pilferage reduction is controlling
t he novenents of enployees and visitors, thereby Iimting access to
war ehouse mer chandi se. Anot her nethod of controlling pilferage is to
elimnate, to a large extent, in-store stockroons wherever possible.
These back stockroons can be a constant problemand are usually redun-
dant, especially in exchanges with attached warehouses. Part of the
probl emin warehouse security arises because there is generally not
the sane cl ose supervision of a warehouse as there is of the main
store. \When a warehouse is not |ocated adjacent to the principa

buil dings, it poses additional security problems. Sonme of the nore
conmon war ehouse pil ferage nmethods are addressed in chapter 3. Three
pi | ferage net hods wunique to warehousing are:

1. Circumventing the normal security procedures for critical nerchan-
dise by diverting it to a general storage location, with the intent of
stealing the merchandise froma | ess secure area

2. Conspiring with drivers to steal nerchandise by failing to com
pl etely unload an incomi ng conveyance or overl oadi ng an outgoing truck
wi t hout proper docunentati on.

3. Conspiring with a driver and/or enployee of an activity by addi ng
undocunent ed nerchandi se to shi pnents.

12001. | NTERNAL CONTROLS. Physical security of buil di ng warehouses
are described in chapter 4 and are primarily directed toward the pre-
vention of loss resulting frombreak-ins. The determni nation of
adequat e physical security for warehouses is a nmanagenment deci sion
taking into consideration |location, structural integrity of the
bui | di ng, value of assets involved, and periods of exposure
(unmanned or unguarded). This chapter deals with the interna
controls within warehouse facilities:

1. Proper docunentation is a highly inportant factor in controlling
shri nkage war ehousing facilities.

2. Incoming shipnents nust be checked for accuracy. Al shortages,
over ages, and damages nmust be noted and signed for before the carrier
| eaves.

3. Al shipnents nust be posted to the freight register i mediately
upon receipt.

4. Al inconing and outgoing shiprments nust be acconplished by
proper documentation conpletely filled out and signed.
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5.  Merchandi se nmust be checked carefully agai nst the purchase order
to determne correct cost and sell price.

6. On direct delivery items, only authorized personnel will receive
t he merchandi se and check direct delivery contracts to ensure proper
cost and sell price. It nust be the responsibility of the nerchan-

disers to ensure that all deviations fromthe original prices on the
direct delivery contracts are forwarded as soon as possible to the
concerned activities.

7. Activity and departnment nanagers will ensure that price marking is
acconpl i shed accurately.

8. I ncom ng shipnents nust be kept segregated from outgoing
nmer chandi se.

9. Transfer docunents nust acconpany nerchandise at all tines.

10. Al vehicles, delivering goods, must be secured wth adequate

| ocki ng devi ces and secured with a nunmbered seal. Seals will be

exam ned and conpared to seal nunbers listed on the trip ticket by
the receiving activity manager. Trucks delivering goods to nore than
one activity should be conpartnmentalized by |oading |ast delivery
first, sealing that area with a nunbered seal before |oadi ng nerchan-
dise for next activity, etc. No deliveries can then be com ngled and
each activity manager may, by conparing seal numbers, be responsible
for only that activity’s nerchandise. Seal nunbers nust be listed for
each activity on trip manifest.

11. Price marking will be acconplished in accordance with applicable
directives.

12. Al marking and ticketing supplies nmust be carefully controlled.

13. Al trash boxes nust be flattened and trash renoval carefully
supervi sed by managenent.

14. Al surveyed nerchandi se nust be acconpani ed by proper documnent-
ation and di sposed of in accordance with established procedures.

15. \Warehoused nerchandi se nust be carefully arranged to preclude
havi ng the sane nerchandi se in nore than one | ocation

16. Warehousenmen nust be instructed in the proper method of stacking
and pi cking nerchandi se to prevent danmage to nerchandi se and acci dents
to personnel

17. Stock record cards must be kept current and accurate.

18. Overdue nerchandi se purchase orders rmust be brought to the
attention of buyers for possible cancellation

19. At the end of the day, all warehouse areas must be secured

by the supervisor, ensuring that all access areas are | ocked and
the alarmis operable before leaving facility.
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20. Returns to vendor may be acconplished for many reasons. Anpng
these nay be: overshipnments, unordered goods, nerchandi se shipped
after cancellation date, unsatisfactory nmerchandise, etc. Froma
security standpoi nt, vendor returns nmust be kept in a separate area,
preferably within the warehouse, and access thereto, strictly
controll ed. Proper docunentation nmust acconpany the nerchandi se.

Thi s docunentation should include: date of return, vendor nane, de-
partment, description of goods, reason for return, cost and sel

prices, quantity, extension, and totals. The nane of person making
the return is inmportant in the tracing of errors. After authorization
is received fromvendor, mnerchandi se should be returned pronptly for
credit. Returns nust be reviewed at |east weekly by warehouse manager
or designee and, if after a reasonable tine has el apsed, authorization
has not been received, buyer or nerchandi ser nust be notified for
pronmpt foll owp.
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CHAPTER 13
LAYAVAYS

13000. CONTROLS FOR LAYAWAY TRANSACTIONS. Layaway clerks are in a
conveni ent position to be dishonest if they are so inclined. Merchan-
dise on layaway is usually stored for an extended period of tine and
by the time the patron picks up the nerchandi se, the originator of the
transaction is usually forgotten. Here are some useful controls for

| ayaway transacti ons:

1. Layaway tickets will be filled out properly and accurately, noting
the initial payment and bal ance owed. All terns will be spelled out
intheir entirety and the layaway clerk will sign or initial the
document. Al items will be |isted.

2. Al subsequent paynents will be accurately recorded together with
t he new bal ance.

3. Layaway tickets will be filed accurately by the patron’s |ast nane.
4. Layaway nerchandise will be boxed or hung, and accurately filed in
a | ayaway area by | ayaway nunber. Hangi ng | ayaway merchandi se will be

covered by a plastic cover to prevent damage

5. Access to |layaway nmerchandise will be strictly linted to author-
i zed personnel only.

6. Every nonth, |ayaway nerchandi se shoul d be physically checked
agai nst | ayaway receivable records

7. \Wen a layaway is picked up by a patron, merchandise will be
checked, itemby Item against the |layaway ticket.

8. If a layaway is cancel ed, nerchandi se should be i mediately
returned to the proper departnent.

9. If a atron redeens | ayaway nerchandi se without receipt, positive
identification will be nmade, the patron nmust sign the conpleted |ay-
away ticket to the effect that the merchandi se was picked up. Failure
to follow this procedure may result in the patron bringing a | ayaway
slip in at some future date and demandi ng nerchandi se or a refund for
nmer chandi se al ready redeenmed. The hazards or | oose procedures for

| ayaway transactions are apparent. Mny |osses may be prevented by
tighter controls.

13-3



GENERAL | NFORVATI ON .

SECURI TY AND LOSS PREVENTI ON MANUAL
CHAPTER 14
W LL CALL PROCEDURES

PARAGRAPH
14000

PAGE

14-3

14-1






SECURI TY AND LOSS PREVENTI ON MANUAL
CHAPTER 14
W LL CALL PROCEDURES

14000. GENERAL | NFORMATION. Merchandi se which is |large or bul ky and
by nature is restricted to displaying only one piece on the sales
floor may be stored in a "will call" area. This area may be a segre-
gated portion of the warehouse or other designated area with strictly
control |l ed access.

1. Merchandise sold on a "will call" basis will be identified as such
on the sales floor and should informthe patron to notify a sal esclerk
when a purchase is desired

2. The salesclerk will contact the "will call" storage area to as-
certain if the itemis available. The "will call" storage area will
mai ntain stock record cards on each itemas to quantity received,
sold, and on hand. |If the itemis available, a request will be made
that a hold be placed on the merchandi se, noting the customer’s nane.

3. The salesclerk will prepare a prenunbered customer Pickup Receipt
(MCX Form 441), filling the formout in its entirety, and will sign
(not initial) the form upon conpletion

4. The salesclerk will process the sale through the cash regi ster and
attach the register receipt to the customer’s original copy of the
custoner pickup receipt. Paynent will be nade at this tine.

5. The customer will take the original copy of the custoner pickup
receipt with the register receipt attached to the "will call" area
6. The "will call" clerk will check the cash register receipt against

t he custoner pickup receipt, noting the salesclerk’s signature and
proper identification of the item and custoner.

7. The "will call" clerk, upon verification of the 6ash register
recei pt and customer pickup receipt, will record the transaction in a
serialized | ogbook with the information reflected on the pickup slip.
The custoner will sign the | ogbook and pickup recei pt as proof of
recei ving nerchandi se. Merchandise will then be issued to the
customer. The clerk will retain the original copy of the custoner

pi ckup receipt, initial the sales receipt, and present the custoner
with the sales receipt as proof of purchase.

8. The "will call" clerk’s copy of the original custoner pickup
receipt will be forwarded to the store nanager’s office at the end of
t he business day for reconciliation with the duplicate copy. Any

di screpancies noted will be investigated pronptly.

9. Conpleted vouchers will be retained for a period of 1 year
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CHAPTER 15
PATRON AND EMPLOYEE REFUNDS

15000. GENERAL | NFORMATION. The locations in which patron and

enpl oyee returns are received and processed are notoriously sone of
the worst controlled areas within a retail organization. Yet, these
areas provide alnost unlimted possibilities for fraud and abuse.
Sone guidelines to help control these critical areas follow

1. Central refund desks hel p reduce shortages, since the possibility
of refund fraud is limted to the enpl oyees at the desk. Equally

i mportant, the central refund desk enabl es management reconciliation

of refund vouchers with returned nerchandi se, naking possible an ex-

cellent control system

2. Refund clerks should be chosen as carefully as manageri al
personnel. Qualifications should be based upon integrity and the

ability to deal with the public. Refund personnel must be able to

exerci se i ndependent judgnent and deal pleasantly with problem

si tuati ons.

3. If, on occasion, a refund clerk cannot resolve a particular situ-
ation, the resolution of a refund or adjustnent should rest with the
activity manager and, finally, the exchange offi cer

4. The activity nanager should check the refund desk frequently to
ensure proper procedures are being observed.

5. Refund/credit slips should be in the possession of the accounting
of fice, kept under |ock and key, and issued to the refund desk as
needed. Refund/credit slips are to be consecutively nunbered and

i ssued nunerically. Voided refund/credit slips are to be retained
and turned into accounting at the close of business day.

6. The refund/credit slip should be a three-part self-carbonized form

and should contain the follow ng informtion
a. A check (X) in box to indicate refund or credit.
b. Date.
c. Name and address of patron, including ZI P code.
d. Honme and work phone nunber.

e. Itemdescription (departnent number, quantity, description
and sell price).

f. Total amount.

g. Reason for return

h. Custoner’s signature.

i. Refund issued by (signature).

j. At least two lines for signature of department personnel who
pi ck up nmerchandi se for return to stock.
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k. Numerical control (printed at bottomof formfor insertion in
register).

. Reminder to attach original receipt to voucher

7. Disposition of refund/credit voucher copies should be as follows:
a. Oiginal, attached to ADR for that day.
b. Duplicate, to accounting.

c. Third copy, to operations (or security departnment) or to
customer if used as a credit slip (no cash refund).

8. It is inportant to ensure that refund/credit slips are filled out
by refund clerk in their entirety. Authorizing signature should be
conplete nane, no initials.

9. If a patron brings back nerchandise without a price ticket, but
has a cash register receipt, the refund clerk nmust check with the
department concerned to obtain correct price information. [If the

price informati on agrees with regi ster receipt, the refund may be
i ssued.

10. If merchandise is returned without a cash register receipt, a
credit slip should be issued. The credit slipis the third copy of
the refund/credit slip which would nornally go to the operations or
security department. A credit slip is redeemable within any exchange
activity for merchandi se and up to 50 percent of the face val ue of
credit nay be returned to the patron in change. Redeened credit slips

will be signed by the custoner on the reverse side. The sale of the
new merchandi se will be validated by placing the credit slip in the
cash register and the slip then retained in that register as docunent-
ation for the sale of merchandi se and the issuance of change. If a

patron insists on receiving a cash refund for merchandi se returned
wi thout a cash register receipt, the activity nmanager may nake a
determ nation or refer the patron to the exchange officer for fina
det er m nati on.

11. A refund may be issued for merchandi se paid for by check, if the
amount of the check was for |less than $100. For checks over $100, a
cash refund may be issued only after ensuring the check has not been
di shonored and at |east 7 working days have el apsed. This 7-day del ay
pertains to patrons in the 50 United States and overseas customers who
have drawn checks on | ocal banks. For overseas customers who draw
checks on stateside banks, the waiting period will be 14 worki ng days.

12. Refunds nust be verified by operations or security department
personnel . Fraudul ent refunds and credits issued to nonexi stent
persons or addresses can be a major |oss for exchanges. Refund
custoners nmay be sent a formletter enclosing a self-addressed stanped
envel ope. The letter should inquire if the refund was handl ed sati s-
factorily and the reason for return. Actual purpose of the letter is
to determine if fraudul ent refunds of credits are being issued.

Anal ysis of letters returned as "undeliverable" or "no such address"
may reveal possible fraud. An alternative method of checking refunds
or credits Is to select 10 to 20 percent of refund slips and tel ephone
pat rons asking the sane questions as contained in the formletter

The second nmethod is obviously not as conprehensive as the forner.
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13. Refund cl erks should be nade aware that all refunds are invest-
igated. This is probably the best deterrent to fraudul ent refunds.

14. Buyers may obtain an additional benefit from having all refund
customers handl ed at a central area. Defective merchandise of a Part-
icular type or style or froma specific vendor nay come across the
refund desk within a given period of tine. The refund clerk should
conmuni cate this information to the activity manager for possible
buyer action.

15. Specinen signature of all personnel authorized to sign refunds
and credits should be on file in the accounting office. These sign-
atures should be checked against actual refund/credit slips fre-
qguently or when a question arises as to the authenticity of an author-
i zation.

16. Merchandi se returned due to danage shoul d be scrutinized care-
fully to determ ne whet her damages are bei ng caused by naltreat ment
by custoners, exchange personnel, faulty warehouse handling, or
vendor carel essness.
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CHAPTER 16
VO D AND "NO SALE" PROCEDURES

16000. CASH REJ STER PROCEDURES. The area of an exchange that is
nost vulnerable to loss is the cash register. An effective |oss
prevention program must include the prevention of fraudul ent voids and
the careful nonitoring of "NO SALES'" or "0" rings. To preclude
internal pilferage through these nethods, counterneasures nust be
defined and strictly enforced for handling of overrings and "NO SALES."
Since it is alnost inpossible to watch all cashiers at all tines, a
met hod nust be devised to ensure that nmerchandi se is actually being
rung on the register. The best method is to enlist the help of the
patron. Through the use of a sinple sign at each register, the patron
will insist and ensure that a proper cash register receipt is received
for merchandi se purchased. Four exanples of signs that nay be used
are as follows:

1. "CASH REFUNDS W TH REG STER RECEI PTS ONLY. "

2. "CASH ERS REQUI RED TO | SSUE REG STER RECEI PT FOR ALL PURCHASES. "
3. "PLEASE RETAIN REG STER RECEI PT FOR FUTURE ADJUSTMENTS. "

4. "DID YOU GET YOUR REG STER RECEI PT?"

Any of these signs should acconplish the intended purpose.

5. Supervisors will issue overring slips and authorize voids in the
presence of custoners and before transacti on proceeds.

6. Overring slips will be retained in the accounting office, under
| ock and key, and issued to supervisory personnel on an "as needed"
basis. Overring slips should be consecutively nunbered. Supervisors
will sign for overring slips and will be held accountable for them

7. Overring slips should be retained in the possession of supervisors
and be Iimted to the | east nunber of persons possible.

8. Supervisors should sign overring slips with full name, no
initials.

9. Voided cash register receipts will be attached to the overring slip
by a supervisor and placed in the cash register to be turned in with
other nmedia and cash at the close of the business day.

10. The accounting departnent will have authorized speci nmen sign-
atures on file for conparison purposes.
11. Supervi sory personnel should be periodically requested by the

accounting departnent to review voids that they have authorized.

12. The accounting departnent will keep a record of void frequency
for all cashiers.

13. Voided or invalid overring slips will be so marked, retained by

supervisors, and returned to accounting office at the concl usion of
t he busi ness day.
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14. "NO SALES" or "0" rings should be carefully nmonitored. Cashiers
shoul d have very little reason to open cash drawers during the day
except when ringing a sale or requesting change. Wen a cashier uses
the "NO SALE" key, the register receipt should be authorized by the
supervisor at the tine of occurrence, indicating the reason the drawer
was opened (to nmake change, etc.). The detail tape for that trans-
action should be circled and the register receipt retained in the
register to be turned in to the accounting office at the conclusion of
t he busi ness day. Excessive "NO SALES" or "0" rings should be invest-
i gat ed.

15. Void slips should be a two-part self-carbonized form The form
shoul d contain the follow ng information

a. Date.

b. Transaction nunber.

c. Register nunber.

d. Total overring dollars.

e. Reason for overring.

f. Cashier (signature).

g. Authorized by (signature).

h. Notice (attach void, register receipt).

i. Numerical control nunber (lower right).
16. Disposition of the void slip should be:

a. Oiginal (with register recei Pt attached) to accounting.

b. Duplicate, to operations (or security).
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17000. TIMECARDS AND TI MECLOCKS. Because payroll represents a |arge
portion of business expense, every effort nust be nade to stop | osses
at this point. Exchange officials should be cognizant of the | aws
governi ng overtine pay and ensure that enployees do not punch in far
in advance of actually reporting for work or after their schedul ed de-
parture (i.e., if the enployee is scheduled to work 1000 to 1700
hours, the fact that they nay arrive at the activity at 0930 should
not permt themto punch the tineclock at 0930. By the sane token, an
enpl oyee shoul d not be permitted to punch out at 1730 hours when their
schedul e calls for 1700). These practices which are conmon-pl ace
occurrences may |lead to accunul ation of wasteful overtinme paynents for
time not actually worked. Unfortunately, proper recording of tine

wi |l not prevent waste and abuse of tinme. Since anple breaks and neal
hours are given, there nust be a better accounting of the tine on the
j ob.

1. Wen conditions warrant, tinmecards and tineclock shoul d be
enpl oyed.

2. No enployee will punch in or out for fell ow enpl oyees. Notice

wi || be posted such as "Anyone caught punchi ng anot her enpl oyees ti me-
card will be subject to dismissal.” Such a notice will have a bene-
ficial effect if it is enforced. |If it is not going to be enforced,

do not post it.

3. Sone enpl oyees "punch-in" and then go on a cof feebreak instead of
back to work. This rmust be closely supervised. People who steal tine
fromtheir enployers are, in effect, thieves.

4. Tinecards and tinme recorders nust be placed where they nmay be
easily observed.

17001. NEW EMPLOYEES. Wil e nost prospective enpl oyees are honest
and | aw abi ding, there are those applicants who, given the right
opportunity and circumnmstance, would steal fromthe exchange. To

| essen the odds against the hiring of these applicants, it is

mandat ory that pre-enploynment checks be acconplished. A tel ephone
check to one or nore previous enployers using the format as presented

in figure 17-1 will assist the exchange in making a hiring deternn-
ation. Figure 17-2 is a copy of a sanple letter sent to previous
enpl oyers and sanctioned by the applicant. |If the information given

on the enpl oynment application regarding previous enploynent is false,
the chances are good that nost applicants will elimnate thensel ves
from enpl oynment consi deration knowi ng that the previous enployer wll
not corroborate the information supplied.

1. A probationary period during which conduct of the new enployee is
cl osely watched will save money and prevent the |oss of those patrons
who resent poor service or discourteous treatnent.

2. A periodic review and eval uation of an enpl oyee’s work and wor k-

related habits, will reinforce the concern that nmanagenment has for
proper work habits and adherence to regul ati ons and procedures.
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3. Enpl oyees shoul d be given as nuch training as possible to help
themdo the job they were hired for. It is unfair to both the

enpl oyee and the exchange to send an enployee to a work station unpre-
par ed.

4. shrinkage control nust be nade a full-tinme job. Every enpl oyee
nmust know of nmanagement’s concerns about shrinkage. Reinforce these
concerns with constant security sessions and neetings. Every tine
there is a neeting to di scuss nerchandi sing events and probl ens,
security should also be enphasized. There are sone excellent filmnms on
fraud, shoplifting, and internal theft available fromtrade associ-
ations. There nust be an "open door" policy existing between

enpl oyees and managenent: “fair but firm' should be the rule. No
enpl oyee shoul d ever be nade to feel that the enployer is inaccessible.
Managenment shoul d never be too busy to hear an enpl oyee’s gripes, no
matter how trivial they may seem Val uable information concerning
internal problens within an exchange can sonetines be obtained from
enpl oyees in this manner. This is generally true of new enpl oyees.
Usual |y they cone to a new position, eager to do a good job, and

qui ckly becone angered by sone of the abuse and violations of the
rules. Mich of this abuse is perpetrated by ol dti ne enpl oyees. Many
resent supervision, believe they deserve special privileges by virtue
of their long tenure, and do not have to abide by regul ati ons.
Deterrents and good norale will prevent nmany | osses and keep good

enpl oyees from becomni ng del i nquent.

17-4



SECURI TY AND LOSS PREVENTI ON MANUAL 17001

Dat e
Name of Applicant
Pr evi ous Enpl oyer City and State
Per son Cont act ed Position or Title
Tel ephone No.
1. This is fromthe, Personnel Departnent of

the Marine Corps Exchange at

(MCB, MCAS, etc., Location)

May | verify sone information given to us by

(Name of Applicant)
who i s one of your former enployees, and who is applying for a
position in our store? This information will be held in strictest
confi dence.

VWhat were the dates of their enploynent with you?

to

What was the nature of their job?

VWhat was their salary?

If conmpany will not rel ease salary information, ask,
Applicant states that their salary was in the $

range? Wuld that be correct?

Wul d you conment on this enployee’s work performance
r egar di ng:

At t endance

Quality of work

Ability to work with others

Why did they | eave your enploy?

Woul d you rehire this person?

Is there anything else that we should know?

May | have your name and title?

Thank you very much.

Figure 17-1.--Tel ephone Reference Check Form
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MARI NE CORPS EXCHANGE

Gent | ermen:

The person indicated bel ow has applied for enploynent at this exchange
and has given your name as a former enployer. To assist us in eval ua-
ting this applicant, it is respectfully requested that you answer the
guesti ons appeari ng bel ow.

A stanped return envel ope is enclosed for your conveni ence. Your
reply is appreciated and will be in strictest confidence.

Exchange O ficer,
Nane Soci al Security No.

Position held

Enpl oyed from to

Wor k eval uati on: Satisfactory Unsati sfactory

Wul d you rehire? yes no

Addi ti onal remarks

Do you know of any reason(s) which would preclude us fromhiring this

applicant?

(Si gnature) (Title) (Dat e)

| hereby give ny consent to rel ease the above requested infornmation
concerning nmy previous enpl oynent.

Si gnature of applicant Dat e

Figure 17-2.--Sanpl e Reference Check Letter
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CHAPTER 18
FOOD SERVI CE LOSS PREVENTI ON
18000. GENERAL | NFORMATION. Lack of statistical data masks the true

extent of crime in service industries throughout the civilian sector
The U. S. Department of Commerce suggests that |osses are al nbst $10

billion annually. Since enployee theft plays the najor role in these
| osses, security and | oss prevention nust begin with careful hiring,
trai ning, enployee nonitoring, and inventory control. At the heart of

any | oss prevention programis good enpl oyee security, carefully
pl anned physical security of foodstuffs and equi pment, and an aware-
ness of the cost of crine to the exchange system

18001. PILFERACGE CONTRCOL

1. Each enployee will be fully oriented by the activity manager as to
nmeal privileges (if any) and. established control procedures.

2. Enployees will check all personal packages w th supervisor before
reporting to work station. Enployee packages will be controlled in a
central area

3. Employees will be required to check with supervisor prior to
| eaving the prem ses for any reason. Were possible, enployees wll
be restricted to a single entrance/exit.

4. The rear door of a food activity will be equipped with a suitable
latch or panic bar. To facilitate control, the panic bar should be
equi pped with a bell or buzzer which rings when the door is opened.
Doors shoul d be | ocked when securing prenises.

5. Refrigerator units should be provided with heavy-duty hasps and
recei vers and secured with a heavy-duty | ock; the keys are under the
control of the activity nmanager or designee. Refrigerators must be
kept | ocked except when food is being issued.

6. Enpl oyees nust be prohibited fromrenoving | eftover food from
the food service activity. To ensure usable materials are not being
di sposed of, garbage and trash will be inspected prior to renpval.
Supervi sors’ inspection of garbage will also provide useful infor-
mati on on excess waste and spoil age. Enpty cartons, cases, and ot her
food containers will be broken down before renoval to preclude

acci dental |oss of food itens.

7. Unaut horized personnel will not be permitted to enter the kitchen
storage, or serving area of an exchange food activity.

8. Activity managers will take all neasures necessary to preclude
enpl oyees from providi ng unaut horized free neals to patrons.

9. Supervisors will verify food issues to and from nobile food units.

18002. CASH REGQ STER CONTROL

1. Personnel collecting cash will be fully trained in cash register
operation, cash handling, and changenmaki ng procedures. These
personnel will be provided with current pricelists indicating al
items available for sale, selling price, and portion sizes. This
list will be retained at the cash register for review by the cashier
and patrons upon request.
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2. Cashiers and serving attendants will be shown every itemon the
serving line with portion sizes, in order that itens nmay be correctly
charged for, as well as recogni zing overportioning or underportioning.
Cashiers will be instructed to report over- or underportioning imed-
iately to the supervisor. Under no circunmstances will overportioning
itens be renpved froma patron’s tray after having been served

3. Cashiers are responsible for ensuring that no itens are taken into
the dining area until they have been paid for and rung on the cash
register.

4. Surprise cash counts will be made on all cash registers for each
shift at least on a seminonthly basis, or nore frequently if an

i nternal problemdevelops. Surprise counts will be made on an

i rregul ar schedule; a record of counts will be forwarded to the ex-
change officer for review and filing. Counts will be conducted by
branch manager or desi gnee.

5. Cash registers nmust be | ocked when cashiers are away from cash
stations for any reason.

18003. STRESS IN FOOD SERVI CE (WASTE AND | NEFFI CIENCY). Stress is

the nost inportant problemfacing food service operations. Few
occupati ons nmake as nmany physical and psychol ogi cal denmands on the

i ndi vidual as working in restaurants, fast food chains, institutiona

ki tchens, and other food service operations. Wrk is physically
gruelling and in nost cases psychol ogi cally unrewardi ng. Food ser-

vice workers are perceived to be on the | ow end of the soci oecononic
scale. Few of-these workers feel that it is a culturally desirable
career. This translates into | ow personal self-esteemfor many food
servi ce enpl oyees. Food service managenment has contributed to these
stressful situations through its policies, attitudes, and procedures.

At best, food service managenent’s handling of personnel relations,

their needs, and problems is unsophisticated, at worst, conpletely inept.
It is difficult to say how directly stress affects job perfornance,
turnover, inefficiency, and waste, but nost experts agree that it costs
the food industry millions of dollars annually. From extensive interviews
and anal ysis of food service enpl oyees, sone disturbing patterns of
stress-produci ng phenonena have surfaced. Sone of the nost frequent
conplaints are

1. Lack of cooperation fromother workers. "I don't care" attitude.
No job commitnment. High turnover rate.

2. Lack of teammork. No sense of "belonging" to an organi zation
Lack of group cohesion. No feeling that "we're in this thing
t oget her. "

3. Lack of communication from managenment. Conmuni cati on nonexi stent.
Feel i ng that nmanagenent "doesn't care."

4. Confusion about job responsibilities. Mxed signals fromtoo many
bosses.

5. Belittling and criticizing workers in public.

18004. FOOD SERVI CE MANAGERS. Not hing about stress in the food
service industry is sinple. Only one thing can be stated with

absolute certainty: the costs are enornmous due to |ost productivity,

i nefficiency, worker illness, nmental health problens, and | ost potent-
ial. The renmedy for stress is not sinple either. Managenment nust
strive to inprove their personnel handling skills. How often is a food
servi ce worker recognized for an achievenent? |Is a letter of apprec-
iation given to an enployee and nade a part of their
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personnel files? |Is it publicized? Exchange officers should ensure
that food service activity nmanagers recogni ze the efforts of good food
service personnel in an effort to |lower the attrition rate and reduce
j ob dissatisfaction.

18005. CHECKLI ST FOR FOOD SERVI CE SUPERVI SORS. Following is a |list
of questions, which nmay be applicable to any activity, but is espec-
ially inportant in food services. |If an activity supervisor can
honestly answer "yes" to the majority of them it will help elimnate
many personnel probl ens prevalent in food service operations:

Am | approachabl e, open-ninded, fair, and inpartial?
Do | personally show that | care about each enpl oyee's wel fare?
Do | fairly represent nmanagenent to the enpl oyee?

Do | control ny tenper?

Do | treat all enployees with respect?
Do | avoid favoritisn®
Am | normally cheerful and maintain a sense of hunor?

Am | reasonable in the objectives | set for nyself and ny sub-

1
2
3
4
5. Am | patient, consistent, and appreciative of good performance?
6
7
8
9.
or di nat es?

10. Am | able to explain all exchange policies so that all enployees
under st and t hen?

11. Am 1l a good listener to conplaints and suggestions from custoners
and enpl oyees?

12. Do | conplinent and encourage enpl oyees?
13. Do | refrain frombelittling and criticizing a subordinate in

front of others?

18-5



SECURI TY AND LOSS PREVENTI ON MANUAL
CHAPTER 19
SERVI CE STATI ON LOSS PREVENTI ON
PARAGRAPH  PAGE

GENERAL I NFORMATION . . . . . . . . . . . . . . .. 19000 19-3
FUEL CONTROL . . . . . . . . . . . . . . . . . .. 19001 19-3
CASH CONTRCLS . . . . . . . . . . . . . . . . . .. 19002 19-3
MERCHANDI SE AND PARTS CONTROL . . . . . . . . . . . 19003 19-4
WORK ORDER CONTRCL . . . . . . . . . . . . . . .. 19004 19-5
EMPLOYEE CONTROL . . . . . . . . . . . . . . . .. 19005 19-5
MANAGEMENT RESPONSIBILITY . . . . . . . . . . . . . 19006 19-6

19-1






SECURI TY AND LOSS PREVENTI ON MANUAL
CHAPTER 19
SERVI CE STATI ON LOSS PREVENTI ON

19000. GENERAL | NFORMATION. Service stations are likely targets for
fraud, waste, and abuse. This nmay be due, in part to the fact that
service stations are generally |l ocated away fromthe mai n exchange
where enpl oyees are not under constant surveillance by exchange
managenent. Losses at service stations nmay be attributed, for the nost
part, to loose or nonexistent controls. Exchange nanagenent nust nake
every effort to closely nonitor service station operations and controls
on a constant basis. At |east weekly visits to the station should be

made, nore often if necessary. These inspection visits will reinforce
exchange nmanagenent’s concern for honest, efficient operation of the
service station. 1In addition to managenent visits, the follow ng

controls should be instituted and mai nt ai ned.

19001. FUEL CONTROL

1. Calibration tests on fuel punps nust be perforned at |east nonthly
as prescribed in the current edition of MCO P4066.13. Should these
tests reveal an error and recalibrati on becones necessary, the |ead
seal must be replaced i Mmediately after recalibration is performed.

2. Maintenance and repair of fuel punps will be acconplished only by
aut hori zed personnel

3. Condensation tests nust be perforned at |east weekly or after a
rainfall, and any condensati on exceeding 1 inch renoved.

4. Stick readings will be made on each fuel tank at the close of bus-
i ness.

5. Wen fuel is delivered, the nmanager or designee should take stick
readi ngs before and after to ensure-full quantities have been delivered.
Manager or designee nmust certify on the delivery ticket that the correct
quantity of fuel has been received.

6. \Wen a discrepancy exists between fuel outgo, as determni ned by punp
nmeter and the gauge stick readi ngs, which exceeds one-half of 1 percent,
areviewwll be conducted to determ ne the cause. A record should be
kept daily of conparison between withdrawals (outgo) and gauge stick
readi ngs.

7. Keys to fuel punps and storage tanks should be retained by the
service station nmanager or desi gnee.

8. At least monthly, unannounced, the exchange officer or designee
shoul d verify the actual punp neter readi ngs conpared to those re-
ported by the station. The verification should be conducted before
opening, or at the close of business, to ensure accuracy. Any

di fferences should be investigated.

9. Wen a punmp attendant is relieved at the end of a shift, readings
of the assigned punp should be taken by the station nanager

19002. CASH CONTROLS. All cash register controls discussed in this
manual apply to registers in service stations. The wi despread use of
credit cards at Marine Corps service stations, together with the |arge
amount of currency handled on a daily basis, nmandates that all appli-
cabl e control procedures be followed at all tines.
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1. The nunber of personnel authorized to record cash add credit card
sal es on cash regi sters should be kept to a mininmumfor increased
cash accountability.

2. \Were practicable, a register with a cash key, charge key, and at
| east four departnental keys should be utilized for proper sales

anal ysis. One key is for recording of fuel sales, one for motor oils,
one for parts and accessories, and one for |abor and service charges.

3. Al unexpl ai ned cash shortages and overages should be investigated
by the exchange officer or designee, to determ ne cause of
di screpancy.

4. Al work orders nmust be validated by the activity nanager or
desi gnee, at the cash register to support proper recording of sales.

5. At the end of each business day, the service station daily report
and original job sheets for all rendered services will be submitted to
the accounting office to be verified against the nonies turned in.

6. On a daily basis, the service station manager will verify, record,
and reconcile the total fuel punp dollar-neter reading to the net cash
regi ster reading for fuel sales.

7. \WWen service station hours extend past dusk, a m ni mum of cash
shoul d be detained in the cash register. Excess cash will be deposited
in a bank night repository, or if that is inpractical, in a |ocked safe
within the station.

8. An accountability log book will be maintained daily by the service
station manager for all credit card forms issued and used, including
voids. Credit card forms nust be issued and used in numerical sequence.
Service station nmanagers nust be aware of potential credit card fraud
by station enpl oyees. A check should be made daily of credit card
sales to determne if the same nanme and nunber appear nore than once in
the sane day. This occurrence nmay be a sign of potential fraud. Credit
cards must be returned to patrons after validation. |In the event a
credit card is left behind, that credit card will be |ocked securely

in the station safe in a seal ed envel ope and the patron contacted as
soon as possi bl e.

19003. MERCHANDI SE AND PARTS CONTROL

1. Al motor oil products nust be physically inventoried on a daily
basis. Any significant shortages should be pronptly investi gated.

2. Al resale nerchandise nmust be clearly price ticketed to avoid
guesswor k.

3. Al nerchandi se should be physically received and signed for by-the
service station manager or designee.

4. The service station manager or designee will be the only persons
aut horized to issue parts to mechanics. Parts room should be kept

| ocked, except at times of issuance, and the key retained by the
manager .

5. Wen tires are displayed outside the service station in display
racks or storage cabinets, they should be secured together with a chain
and padl ock of adequate strength, if display equipnment is not equipped
with an antitheft arrangement. |If it is necessary to store tires in
the repair shop, the shop should not be | eft unattended when service
bay doors are in an open position
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6. Service stations protected by alarns will be tested at |east weekly
to ensure proper functioning. Exchange officer or designee will test

| ocal alarns connected to audible or visible signals (bell, siren
flashing light). Alarns connected to a central station will be tested

in cooperation with base security personnel to ensure proper signals
are received at the nonitoring |ocation. Motion detectors should be
tested for proper sensitivity. Records of these tests will be main-
tai ned at the exchange offices.

7. Trash nmust be inspected by service station manager or designee
prior to renoval to ascertain that sal eabl e nerchandi se is not being
di sposed of. Cartons should be broken down and fol ded flat.

8. Mechanic’'s tools, testers, gauges, etc., should be returned to
proper storage places after use. Service station nanager shoul d spot
check frequently ensure tools are being returned. Station persona
should not be permitted to borrow tools for their personal use.

9. \ere practical, used parts which are not readily visible, such as
brake parts, ignition parts, fuses, etc., should be returned to

patrons. In addition to ensuring that new parts were in fact installed,
this is an effective means of gaining and mai ntaini ng custoner confidence
in the service station

19004. WORK ORDER CONTROL

1. Work orders for maintenance and repair services should be prepared
at the tine work is accepted, they nust be nunerically controlled,

i ncludi ng voids, and issued sequentially. A control |og for these work
orders should be maintained by the service station manager or designee.
Si gnatures of authorized patrons should be affixed to all work orders
before work is acconplished. Mechanics will enter on the work orders
only the time required to acconplish the job and their signatures.

2. Service station nanager or designee only will price work orders.
Parts will be issued only by the service station manager or designee,
and entered by themon the work order.

3. Wbirk orders should be conpleted in their entirety, including
patron and vehicle identification, type of work performed, tine
expended, and all applicable charges. Wrk orders provide a pernmanent
record of all repairs and mai ntenance, naking accurate cost contro
possi bl e.

19005. EMPLOYEE CONTROL

1. Enployees will sign in and out, or punch a timecard if a clock is
provi ded, when reporting or |eaving work. All breaks and neal hours
will be recorded. No enployee may sign or punch tinmecards for another
enpl oyee. No enpl oyee may sign out in advance of |eaving work or for
time not actually worked.

2. Lockers should be provided in the manager’s office for enpl oyees’
use. Enployees’ handbags and personal effects nust be kept therein
during working hours. Enployees’ |ockers may be inspected by the
exchange officer or designee in the presence of the enpl oyee and at

| east one witness. Notice to this effect should be posted on

enpl oyee bul |l etin board.
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19006. MANAGEMENT RESPONSIBI LI TY

1. Indoctrination, training, and devel opnent of service station

enpl oyees, in the exchange's concern for security, safety, proper work
habits and conduct towards patrons and their vehicles, is the respons-
ibility of the service station nanager, under the guidance of the
exchange of ficer.

2. In the service station work environnent, where managenent and
personnel often work closely together, the chain of command may tend to
becone blurred. Under these circunstances, controls tend to be nore

| oosely applied and adhered to than in sone other exchange areas. It
shoul d be the duty of service station managenent to guard agai nst

all owi ng security controls to lapse into ineffectiveness.
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CHAPTER 20
VENDI NG MACHI NE LOSS PREVENTI ON

20000. CGENERAL | NFORMATI ON. Vendi ng machi ne servi ces, whet her
exchange- owned or -operated, under contract with concessionaires, are
anong the | argest revenue producers in the exchange system It is
therefore mandatory that cash and security controls be instituted and
mai ntai ned for all vendi ng and anmusenment machi nes.

20001. LOCATION. Each exchange-owned vendi ng and anusement machi ne

nust have an asset nunber assigned. In addition, detailed records
nmust be maintai ned by asset nunber and | ocation so that all nachines
are accounted for and nmovenment may be tracked at all tinmes. |In those

i nstances where vendi ng and anusenent nmchines are controlled by a

| ocal nunbering system those nunbers are acceptable for novenent
within a cost center and the recording of sales. Contracted nachines
shoul d be listed on a | ocator sheet mmintained at exchange offi ces.
To the extent possible, vendi ng machi nes should be located in well-
popul ated areas to preclude the possibility of vandalismto she

machi nes.

20002. CONTRA.. Al vending and anusenment machi nes shoul d be

equi pped with nonresettable counters where practicable to enable

the reconciliation of cash receipts to counterreadings. A counter-
readi ng shoul d be taken each tine the machine is restocked. The sel
price value of itens used in restocking should agree with the cash
recei pts. The best control is to have vending nmachines filled to
capacity each time the machine is restocked. However, due to the
inmpracticality of this arrangenent, inventory |levels nust be estab-

I i shed based on usage for each machine and this |evel recorded in the
vendi ng i nventory records. For control purposes, any "slugs" should
be submitted with the cash receipts. The record of counter readi ngs
and cash receipts reconciliation shall be nmintained by the exchange
of ficer. The exchange officer or designee shall be responsible for
verification of the cash receipts to counter control reconciliations.

20003. SECURITY OF FUNDS AND MERCHANDI SE

1. Exchange-Omed Machines. Adequate security neasures will be taken
to saf eguard vendi ng machi ne products and receipts at all tinmes.
Service vehicles will be kept secured at all tinmes when the service
person is not physically present. Truck safes will be provided the
access thereto, by key or conbination, not in the possession of the
service person. The safe should have a sign affixed which reads

"DRI VER DOES NOT HAVE KEYS (OR COMBI NATION) TO THI S SAFE. "

2. Contracted Machines. |f vending nmachine receipts are collected by
an exchange enpl oyee, procedures specified in paragraph 20003.1, pre-
ceding, will be followed. When receipts are collected by the contrac-

tor, an exchange enpl oyee, where practical, should acconpany the
contractor’s service person to verify proper collection and restocking
pr ocedures.
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20004. SALES VERI FI CATI ON

1. Exchange-Omed Machines. At the end of each accounting period, the
sales audit clerk will conpare the actual cash submitted on the sal es-

person’s daily cash report for the period with the sales on the

vendi ng departnent’s report of’ sales for the period. Any differences

in excess of three-fourths of 1 percent of sales should be reported to

t he exchange officer.

2. Contracted Services. At the end of each accounting period, the

i nvoice audit clerk will conpare the sales specified in the
contractor’s invoice with sales reported on the applicable report of
goods received (R&R) by the vending office for that contract and
service. Attenpts will be made to clarify any variances. |If differ-
ences, however, cannot be settled, the exchange will pay the con
tractor the anmount indicated in the exchange records. Contract costs
will be frequently checked by the invoice audit clerk to ensure that
proper costs are being charged by the contractor

20005. ACCOUNTABI LI TY FOR VENDI NG MACHI NES. Strict accountability
nmust be maintai ned on all exchange-owned and contractor-owned vendi ng
machi ne. An unaccounted for vendi ng machi ne can be used as a spare
cash register. Money can be taken out and the proceeds never re-
ported. |In using the locator sheet, a visual inspection schedule
shoul d be setup. During this inspection, the condition and sanitation
of the nachines may be ascertained, as well as spotting any extra
machi nes not under exchange control

20006. VENDI NG SALES COVPARI SON. A wide disparity between sales to
stock ratio or sinmilar machines in nearby |ocations may revea

possi ble fraud on the part of a vendor or exchange personnel

Exchange officials should check sales activity frequently for vending
machi nes of different types collocated or simlar nachines in reason-
able proximty to each other
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CHAPTER 21
LOSS PREVENTI ON | N | NDI RECT OPERATI ONS

21000. CGENERAL | NFORMATI ON. Personal services such as beauty and
bar ber shops, |aundry, drycleaning store, tailor shop, watch repair,
radio and TV repair, flower shop, gift wapping, shoe repair, optica
services, photo-studio, |amnating service, key making, and other
services may be operated where the need for such a service is denon-
strated, on a direct or indirect basis. Wen operated as a direct
service, all controls applicable to other direct operations apply.
When the service is perforned by concessionaires, the Marine Corps
Exchange Service’'s concern should be concentrated in two areas:

1. \Whether the activity, which is basically operated as a conven-
ience, is fulfilling its mssion and providing service which is
conparable to the highest quality in the commercial field.

2. \Wether the exchange is receiving its fair share of conmm ssion
based on an accurate accounting of sales and incone.

3. To determne the |l evel of service being performed by concession-
aires, at least quarterly, a docunented conprehensive inspection
shoul d be perforned by the exchange officer. Any discrepancies found
may then be brought to the attention of concessionaire and corrected.

4. Manipul ation of actual sales figures by concessionaires is a far
nore serious problemand is certainly nothing new. If a con-
cessionaire understates the income, the concessionaire then gets to
keep nore of the profits in violation of the contract with the ex-
change. The concessionaire is also taxed on a smaller sales figure.
The problem for exchanges is the detection of this fraudul ent practice.
Patron awareness should be the first |ine of defense against under-
reporting of sales by concessionaires. Signs will be posted in al
sales activities which read: "Thank you for shopping the Marine Corps
Exchange. Did you receive your register receipt and correct change?"
The use of cash registers and the subm ssion of detail tapes is no
guar antee of accurate sales reporting. There are docunented cases of
fraud whereby concessionaires have substituted fal se tapes supporting
their understated sales. To prevent sal es nanipul ati ons, exchanges
shoul d anal yze sales trends of indirect activities for the current
year and conpare the current year sales to sales for the past 3 to 5
years. The causes of npbst adverse sales trends may be readily identi-
fiable. However, nore tinme should be spent to determnine the causes of
unfavorabl e, inexplicable trends. Do not Iimt suspicions solely to
decreasing sales trends. Deternine the average percentage of

i ncreased or decreased sales for all activities concerned to ascertain
whet her individual concession sales are proportional (i.e., the average
sales increase is 15 to 20 percent, while a particular indirect act-
ivity shows only a noninal increase). Check this discrepancy; the
results may be surprising and rewarding.
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CHAPTER 22
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22000. CENERAL I NFORMATION. It is the responsibility of exchange
managenent at all levels to assure that adequate | oss prevention
nmeasures are constantly in effect at all activities. The checklists
shown as figures 22-1 through 22-3 are desi gned as gui dance in con-
ducting inspections or surveys. These checklists are intended only as
a guide and are not all enconpassing. Situations may exist or arise
where none of the checklists apply. 1In these cases, inspection
personnel should fornmulate their own checklists, using pertinent itens
on the followi ng checklists as basic guidance, adding itens as neces-
sary.

1. Al echelons of managenent should conduct |oss prevention inspect-
i ons and surveys. However, this responsibility should not be del eg-
ated bel ow the position of departnent nanager or security personnel

2. The activity manager or security officer should conduct seniannua

i nspections to assess the adequacy of shoplifting and internal pilfe-

rage controls. Figures 22-1 and 22-2 may be used. These forns should
be prepared in duplicate and distributed as indicated on the form

3. The activity manager should take corrective action on deficiencies
noted within 1 week and record the action in the remarks section of
the checklist. The original should be forwarded to the exchange
officer and a copy retained in the activity files.

4. The activity nanager or security officer should conduct a | oss
prevention survey and use figure 22-3, at least annually, to deter-
m ne the overall internal and external security posture of the
activity. This formshould be prepared in duplicate. Distribution
to be nade as indicated.

5. Inspection personnel will indicate deficiencies noted during
survey by placing a checkmark (X) in the "NO' colum. Deficiencies
and corrective action recommended will be listed on a separate sheet

and cross-referenced to the survey form Exanple of continuation
sheet is shown in figure 22-1

6. Activity managers should initiate corrective action on def-
iciencies within 1 week of the survey and record the action taken, by
first endorsement to the continuation sheet. Prepare in duplicate,
retain one copy, and provide original to the exchange officer

7. The conpleted checklist will be periodically reviewed by the

security officer and responsi bl e exchange nmanagenent to assure that
adequate | oss prevention procedures are being foll owed and mai nt ai ned.
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DATE
SHOPLIFTING PREVENTION CHECK LIST
INSTRUCTIONS: PREPARE IN DUPLICATE ORIGINAL TO GM COPY TO FACILITY FILE
FACILITY NAME TYPE
LOCATION ER /ACTIVITY
MANAGER INSPECTED BY
<
Jé s J. ned\ Manager Robert C. Roberts, Exchange Detective
GENERAL YES | MO0
1 Soles clerks familior with the store Memorandum of Understanding for handling shoplifters? X
2 Soles clerks know oction to take when they observe o customer shoplifting? X
3 St1ore well lighted? X
4 Disploy counters arronged 1o provide soles clerks with maximum areo of observotion? X
5 Blind spots are protected by mirrors? X
6 Merchandise on display counters presents o neat oppeoaronce? X
7 Empty cartons remeved from shelves? X
8 Empty hongers removed from clothes rocks? X
9 Dressing room supervised? X
10 liems of clothing are checked before customer enters dressing room? X
1 ttems of clothing are cheched when customer compleves the fitting? X
12 Dressing room checked after customer completes fitting? X
r—— - . - N
Criticol 1tems such os comeras, wotches, etc disployed 1n show coses or on shelves naccessible
13 10 the customers? X
14 Ceitical Items Register mointoined ond current? X-
T . o T : .
Sensitive tems such os smoll tronsistor rodios, lighte.s, rings, etc. disployed in show coses or on
15 shelves inoccessible to customers? X
16 No more thon two criticol 1tems shown 1o*a customer ot one time? X
17 Clerks ore on the soles floor cbserving customers? X
8 Coshie: chechers familior with lotest price chonges? X
19 All soles clerks ond cashier checkers hove received trowning n *‘Shoplifter Prevention®? X
20 Deportment manogers have rece ved troining n *'Shoplifter Prevention'? X
21 Refund registers checked for repeated refunds by one customer? X
22 Bog stopling 15 in effect? X
X

(CONTINUED ON REVERSE)

Figure 22-1.--Shoplifting Prevention Checklist
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SHOPLIFTING PREYVENTION SURVEY (Continued:

REMARKS:
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Figure 22-1.--Shoplifting Prevention Checklist--Continued
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INTERNAL PILFERAGE PREVENTION CHECK LIST

DATE

INSTRUCTIONS:

PREPARE IN DUPLICATE. ORIGINAL TO GM. COPY TO FACILITY FILE.

FACILITY NAME

TYPE

LOCATION

ER/ACTIVITY

Roger R. Rodreguez, Manag

G

John J, Jopes, Exchange Detective

Y : Y
]
GENERAL Es ) CASH 5
}
{ Frequent scceuntahility centrol treining , Employees utilizing cesh registers fomilier with
1 ssssions conducied? X 3 1 cash register procedures? X
Employess eware of their respensibilities for Employee personcl sffects kept in o location ether
2 | accountebility centrel? X 2 thon the selling/stock orea? X
Employees cegnizent of standard opereting Employses prohibited frem moking soles to
3| procedures? X 3 themselves? X
An eflective erientetisn pregrem fer newly hired Employee purchases mode during prescribed
4 persennel in effect? X 4y 4 periods? X
Yin Empleyee purcheses made in the presence of
MERCHANDISE E OF] 5 | mensgeror designere? X
' Reiund procedures in complience with 55 Employee purchoses bagged, stopled, end cash
| directives? X 2 6 register receipt affixed to bog? X
; Refunded merchondise checked agoinst listings Empleyses purchoses stored in o central location
2 ' tecorded on the Refund Veuche:. X 3 7 ond spot checked by manogement? X
Ceitical iteams Register maintained snd
3 current? X [ 8 Each seles clerk hos o seporate cash drawer? X
. \ Empl iviti ised in the facilit &
'; M g d::?ﬂzy::"_.:;:;:;“' 'h:Pu.v’:?ll. in The TocHity X " 9 Cosh register audit windows visible to customers? X
" Monogement cenducts spof chechs el the premises :
te discourage cenceviment of merchandise by A 10 Sales rung up immediately?
5 employses? X 2 X
Friends and relatives of parsonnel discouraged . .
from loitering in the facility during eperating A Sales clerk closes cesh drawer immediotely sfter
L 4! hours? X 3 sales?
Sales personnel prohibited from making sales to Zero rings strictly controlled end atfixed to
7 | relatives? X H 12 | doily clerk reports? X
T i i 3
. 0;::7‘:::::;“ oress spot checkod for evidence X 3 13 Customer purchuses bagged end stepled? X
Boxes, cartons, and contoinars flattened before Cash register recaipts stepled te customer
9 | disposol? X i M| purchases? X
Authority for effecting controliable markdowns Cash register resdings mede only by manoger
10 | restricted to monagement? X 15 or designote? X
11 | Price chonges verified by management? X 1:d 16 Overeings authenticated by manogement? X
k 3
! Incoming/outgoing Ihipm.l\"l properly checked/
1 12 documented? x4 7 Unannounced cesh register spot checks made? X
Vend i ' ified b &
k! d::-,’:'ﬂ;:;.w"/" vrns verilied by monoger of X Log maintained to record surprise cosh counts? X
8
t -
| All shipments received ond recorded Excessive or recurring cash discrepancies investi-
134 1 immediotely? goted by monagement?
i R 2 Sales personnel lock their register drawers ond
15 Pricing procedures in conformonce with 2 remove the key when leoving the cesh register X
|~ . dirggtives? . X : wnottended?
I Fraquent checks of pricing performed by Cash register oreas spot chacked by moncgement
16 | management? X for evidence of manipulations? X
' 3
(CONTINUED ON REVERSE)

Figure 22-2.--Internal Pilferage Prevention Checklist
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INTERNAL PILFERAGE PREVENTION SURYEY (Continved)

REMARKS:
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Figure 22-2.--Internal Pilferage Prevention Checklist--Continued
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CHAPTER 23
STANDARDS OF CONDUCT

23000. CGENERAL | NFORMATION. Ethics may be defined as a set of prin-
ciples dealing with what is right or wong and with noral duty and
obligation. Every company and individual lives by a code of ethica
conduct. The Marine Corps Exchange Service, as a Government
instrunentality, nust adhere to standards of conduct which are beyond
reproach. Any breach of ethics brings dishonor to the exchange ser-
vice and is likely to incur the wath of |egislators and the public,
and rightly so.

1. Exchange procurenent and executive personnel, who by the nature of
their positions are entrusted with the spendi ng and saf eguardi ng of
mllions of dollars in public funds, nust be especially cognizant of
adherence to the standards of conduct and the avoi dance of any con-
flict of interests as set forth in DoD Directive 5500.7. This
directive prescribes the code of behavior required of all DoD
personnel, and deals with proper conduct, conflict of, contributions
and presents, use of Governnment property and manpower, the use of

of ficial positions in connection with,comercial enterprises, outside
enpl oyment of DoD personnel, ganbling, and the acceptance of gifts
and gratuities. Exchange officers nust exhibit "zero" tol erance of
unet hi cal practices as established by the above directive. While it
may be true that nost enpl oyees cannot be "bought” for a lunch or a
pair of theatre tickets, the acceptance of these types of favors
constitutes comercial bribery, and illegality on the part of the
giver and receiver. It disposes the receiver to view the vendor
offering the gift in a nore favorable light. Once a gratuity, no
matter how insignificant, is offered and accepted, the enpl oyee | oses
the inmpartiality that enables the vendor’s nerchandi se service or per-
formance to be eval uated objectively. Moreover, there is no end.
Favors and gifts will followtime after tine and the obligation wll
grow. Personnel in positions of authority, such as activity managers
and assi stants, warehouse supervisors, and departnent nanagers, etc.
nmust be especially cautious in their dealings with vendors. It is

not unknown for gifts and favors to be offered to persons not con-
cerned with actual purchasing of goods or services, but who are in a
position to show favoritismto one person’s nerchandi se or service
over another’s. There nust never be a hint of collusion between ex-
change personnel and vendors. Supervisory personnel, who nmay in the
course of their duties have dealings with direct delivery vendors or
delivery persons, nmust maintain an air of professionalismat al

tinmes, especially in the verification of merchandise counts and prices
involving direct delivery itens received from or returned to, vendors.

2. DoD Directive 5500.7, paragraph XVlI, provides for designation of a

st andards of conduct counsel or at the DoD component level. At the
exchange |l evel, the exchange officer will act as the standards of
conduct counselor. Instead of nmerely passing the directive around

every 6 nonths as prescribed by the Nonappropriated Fund I nstruction
personnel manual, the purpose of which is to restate, review, and dis-
cuss all the salient points in the DoD Directive 5500.7. Special
enphasi s nust be placed on governnental concern for strict conpliance
with ethical standards and the penalties provided for violations of

t hese standards.
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CHAPTER 24
MANDATORY M NI MUM SECURI TY PROCEDURES FCOR EXCHANGES

24000. CGENERAL | NFORMATION. While the | oss prevention methodol ogy,

t heories and devi ces discussed in previous chapters of this nmanual

are valid for all exchanges, it would not be prudent or cost effective
to inplement themall. The exchange officer has the authority and
flexibility to execute any or all of the procedures described herein,
based on the value of the assets to be protected, the vulnerability to
| oss, the location and physical integrity of the facility, the shrink-
age history or other causative factors. There are, however, certain
basi ¢ procedures, rules, and devices which are cost effective and
applicable to all exchanges. The enploynent of these procedures and
regul ati ons, enforced and reinforced on a sustained basis by nmanage-
ment and security personnel, will have a positive effect on inventory
short age.

24001. SECURITY PROCEDURES- - ALL EXCHANGES

1. Preenpl oynent Reference Checks. While nost prospective enpl oyees
are honest by choice, there are those who, given the opportunity,
woul d not hesitate to steal merchandi se, noney, or both. The first
step in a viable loss prevention effort for exchanges nust be the com
petent selection of lowrisk enployees, or conversely, the elimination
of high-risk enployees. As a Governnent instrumentality, exchanges
are prevented fromutilizing sone of the screening techni ques enpl oyed
by many civilian stores such as preenpl oynent polygraph testing,
written honesty evaluation test, and the asking of certain "sensitive"
guestions on the enpl oynent application. Exchanges, however, may

| essen the chances that high-risk applicants will be enpl oyed through
the use of telephonic and witten reference checks for each applicant.
Figure 17-1 is a format for a tel ephonic reference check. It Is use-
ful for a cursory evaluation of the previous enploynent history of an
applicant. It is incumbent upon the exchange officer, personne

of ficer, or designee to evaluate the responses and make a deternm n-
ation concerning the suitability of the applicant based on the infor-
mati on fromthe previous enployer(s). Figure 17-2 is an exanpl e of
the type of reference letter authorized by the applicant to be sent

to a previous enmployer. |If the information supplied by the applicant
is false, the applicant will be generally renoved from consideration
realizing that the previous enployer will not corroborate the infor-
mati on. Fol |l omup procedures nust be acconplished on witten reference
checks.

2. Refund Verification. Refund manipulation can result in |arge

i nventory |l osses. Fraudulent returns nmade out to fictitious nanes
and/ or addresses have plagued retailers through the years. Wen
refunds are issued within a departnent and are verified by a super-
visor in the presence of the custonmer, this problemcan be |argely
controlled. At a central refund desk, the possibility of fraudul ent
refunds exists to a somewhat greater degree. However, a central desk
limts the risk of refund fraud to the enpl oyees assigned to the
desk. Operations or security personnel wll investigate all refunds
and credits in an ongoing effort to determine if refund fraud is pre-
valent within the exchange. Refund custonmers will be sent a form

| etter enclosing a stanped, self-addressed envel ope. The letter
should inquire if the
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refund was handl ed satisfactorily, if the refund clerk was courteous,
and the reason for the return. The actual purpose of this letter is
to determine if fraudulent refunds are issued. Analysis of letters
returned as "undeliverable" or "no such address" should be investi-
gated thoroughly. An alternative, though not as effective a nethod,
is to select a certain percentage of refunds and tel ephone refund
patrons asking the sane questions as contained in the letter. Al
personnel concerned with the issuance of refunds nmust be nmade aware
that all refunds are investigated. This is the best deterrent to
fraudul ent refunds.

3. Trash Renpval. Oten enployees conceal nmerchandise in with the
trash which is later retrieved by thensel ves or an acconplice. Trash
i nspection is inportant, but it is a dirty job and rarely goes beyond
a perfunctory visual observation. Trash conpactors have been in use
for sone tinme and, if built in through the wall of a warehouse
facility, provide the optimum nethod of disposing of trash. However,
cost is an inportant factor. Conpactors are relatively expensive
however, new facilities should be considered for such installation
based on the ampunt of trash generated. All cartons and boxes nust be
broken down and fl attened before disposal. Before hauling to the
dunpster or other storage area, all trash must be thoroughly inspected
by supervisory personnel

4. Security Checklist. The nost profitable civilian retail conpanies
are usually the best managed, the best controlled, and the nost secure.
Their control and security have been achi eved through positive measures
of prevention rather than by short-term energency prograns or question-

abl e security gimmcks. In alnost every case of dishonesty, either
fromoutside or within, managenent has set a poor exanple by failing
to i npose elenmentary controls or failed to nonitor its controls. It

is vital that exchanges provide for a formal and systematic review of
its control procedures and policies. Such a program need not be
expensive. It may be acconplished through the establishnment and
periodic review of security checklists prograned to the exchanges’ own
procedures and i nplenented at a frequency appropriate to the specific
risk. It is the responsibility of exchange nanagenent at all |evels
to assure that adequate | oss preventi on neasures are constantly in
effect at all activities. Checklists shown as figures 22-1 through
22-3 will be used as guidance in conducting periodic inspections and
surveys. The exchange may nodify the checklist as necessary to suit
their particular situation. While all echelons of nanagenent, as
designated by the exchange officer, may performloss prevention

i nspections, audits, and surveys, this responsibility should not be
del egat ed bel ow the | evel of department nmanager or security personnel
Cui dance of these inspections and reviews is provided in chapter 22 of
this manual .

5. Loss Prevention Training for Enployees. The training of personne
in sales cashiering and stockkeeping techniques is of prime inportance
in conbating shoplifting within exchanges. Wthout the help of rank
and file enpl oyees, who are the first line of defense, no antishop-
lifting programcan be effective. |If every selling floor enployee did
everything in their power to conbat shrinkage through shoplifting pre-
venti on and adherence to exchange regul ati ons and security procedures,
very little else would be required. As with any form of training,
constant retraining and reinforcenent is necessary. Management
attitudes and policies act as a signal to both enpl oyees and potenti al
shoplifters that theft is taken seriously. Managerment, down through
first echel on supervisors, nust show by their actions that shoplifting
prevention will be acconplished.
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6. Internal Loss Prevention Training. Conducting a successful inter-
nal |oss prevention effort requires an intensive training and ef-
fective enployee relations program Devel oping a corporate instinct
for I oss prevention also requires that the trainer or training depart-
ment be successful at "Human Rel ationshi ps" and effective as comuni -
cators and teachers. Mst exchanges have a person or persons within
their ranks who genuinely enjoys conmmuni cating i deas and concepts to
others. It is incunmbent upon the exchange officer to seek out the
enpl oyees with those qualifications. At smaller exchanges, the
trai ni ng of managenent and enpl oyees may be undertaken by the exchange
officer as a collateral duty. A successful |oss prevention program
shoul d acconplish these objectives:

a. Teach specific |loss prevention functions to | ower and middl e
managemnent .

b. Enlist the cooperation. of all exchange personnel in the over-
all loss prevention effort.

c. Gain favorable exposure through exchange-w de publicity for
the | oss prevention effort.

d. The mpjor vehicle for enlisting the cooperation of all ex-
change personnel should be a | oss prevention commttee established at
each exchange. ldeally, this commttee should be conprised of middle
and/ or | ower managenment and rank and file personnel. It should not be
so large it becones unwi eldy. At smaller exchanges it could conprise
two or three persons. Menbers of the conmittee nmay neet for 2 or 3
hours nmonthly to discuss existing exposures, recomend sol utions, and
carry back to their work areas the gospel of |oss prevention. Sug-
gested agenda itens nmay include, but are not restricted to, the
fol |l owi ng:

(1) Shoplifting techniques.

(2) Detection and apprehensi on of shoplifters.

(3) Code signals used by exchange personnel for apprehension
(5) Quick change artists.

(6) Cash handling techniques including change nmeki ng, voids,
and overrings, etc.

(7) Check verification, authorized patrons |ID checks, and re-
funds.

(8) Strengthening internal controls including restricted
entry areas, |locks, alarnms, trash, fitting roons, etc.

(9) Enpl oyees’ package and | ocker inspection

(10) Empl oyees’ entrance and exit parking spaces.

(11) Control of direct delivery merchandi se and vendors.
(12) Conducting and supervision of spot-check inventories.
(13) Accuracy in recording of price changes, receiving and

transferring docunents, and vendor returns.
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(14) Publicizing | oss prevention
(15) Security check of indirect operations.

_ (16) Enpl oyee awards/recognition for |oss prevention suggest-
i ons.

(17) Code of conduct for exchange personnel

(18) Empl oyee noral e and involvenent in | oss prevention
program

e. The basic premi se of the | oss prevention conmittee is to
i nvol ve store personnel, and invol venent generally translates into
favorabl e results. Mdtion pictures, filmstrips, videotapes, and
slide presentations are anpng the nost effective training devices.
These nay be obtained fromtrade and professional associations such as
National Retail Merchants Association. Loss prevention posters,
whet her professionally or in-house prepared, are valuable tools for
keepi ng enpl oyees constantly aware of the need for continuing |oss
prevention efforts. The nore the exchange publicizes |oss prevention
the nore influence it will have on that critical nmonent of decision
bet ween honesty and di shonesty. Loss prevention and security depart-
ments should, for the nost part, maintain a highly visible profile.
Its activities should be open and well known anong exchange enpl oyees.
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CHAPTER 25
MANDATORY M NI MUM PHYSI CAL SECURI TY REQUI REMENTS

25000. EXI STING EXCHANGE FACILITIES. For existing exchange
facilities, the exchange officer nmust establish and maintain the

foll owi ng m ni num physical security requirenents. This does not pre-
clude the exchange officer frominplenenting any other physica
security neasures based on local criteria.

1. Enployee Lockers. Mandatory for main exchange facility only. Al
exchange enpl oyees shoul d be provided with an area where personal gear
may be secured. The ideal type of |ocker is a steel, numnbered
arrangenent with a conbination | ock which can be changed upon re-
assignment or termnation of the enployee. Enployees should not be
permtted to take personal belongings to their work stations.

2. Enpl oyee Package Area. Enployees should not be permitted to bring
nmer chandi se, purchased in the exchange, to their work station. A
secure area nust be provided for these packages. All packages,

brought in by enployee with the intention that they are to be taken
out, should al so be secured until the enployee is ready to | eave the
premnmi ses at the conclusion of the work shift. At small branches or
facilities, the package area may be a portion of the manager’'s office
or any secure area. ldeally, at a large main exchange facility, the
area should be a secure, controlled place near the enpl oyee entrance/
exit. A duplicate-nunbered check system nay be used, with one portion
given to the enployer and the other fastened to the package unti
redenpti on.

3. Enployee Parking Area. Exchange enpl oyees should not be pernitted
to park near entrances, exits, or warehouse facilities of the exchange.
When practicabl e, exchange enpl oyees shoul d have a desi gnated parKking
area away fromthe exchange facility. This serves a dual purpose.
First, it does not allow for easy access from an exchange warehouse
exit or loading dock to the enployees’ auto. Second, it allows patrons
to park closer to the facility in spaces which mght normally be taken
by exchange enpl oyees. Printed rules should be conspi cuously dis-
pl ayed in the enpl oyee area regarding | ockers, packages, and parking.

4. Enpl oyee Entrance/Exit. Exchange enpl oyees nust use only one

door for entrance and exit. This entrance/exit may be the front door
in those facilities without a separate enpl oyee door, but if the front
door is designated for enployee entrance and exit, this policy must be
strictly enforced. Enployees should not be allowed to exit and enter
t hrough fire doors, back doors, warehouse |oadi ng docks, etc., because
it is nore convenient. Enployee designated entrances/exits nust be
controll ed and nonitored especially before the facility opens for

busi ness and after closing until all enpl oyees |eave.

5. Lock and Kev Control. The control of |ocks and keys nust be given
absolute top priority as the basic protection and | oss prevention
device within the exchange. The use of keys and | ocks is described in
chapter 22 of this Manual. Proper key control nust be established at
each exchange by the exchange officer based on the need for access to
vari ous sections of the exchange by individual enployees. A key
cabinet is an excellent nethod of control, provided an accurate, up-
dated record is kept for all keys, which [ ock they open, the enpl oyees
they are assigned to, and the date issued. These records must be in-
spected periodically to ensure they are up to date. Keys should not
identify the doors and | ocks they operate, but will be narked with a
code so that the person(s) responsible for key control can tell where
they are usable. Duplicate or spare keys should be stored in a
separate | ocked cabinet in a secure area
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6. Warehouse Doors. Doors to warehouses should be secured with
strong netal hasps and heavy-duty padl ocks, except for those design-
ated as fire exits. Overhead doors should be of netal, rollup type,
and secured at night fromthe inside with high quality padl ocks. At
exchanges wi th nonair-conditioned warehouses, especially in warner
climates, netal, overhead rollup grille-type doors shoul d be
installed. These doors may be kept in a | owered position during work-
ing hours, yet provide for the circulation of outside air within the
facility. These rollup grilles should be secured at night with a high
quality padlock fromw thin. This arrangenent w |l provide double
protection during nonworki ng hours when used in conjunction with the
regul ar doors.

7. Fitting Room Controls. The best control for fitting rooms is to
assign a checker to each bank of fitting roons, utilizing garnment
control tags. As a mninmum each fitting room must be equi pped with
a | ockabl e door; the keys to be controlled by supervisory personne
wi thin the departnent.

8. Perinmeter Alarnms. All main exchange facilities nust, as a mni-
mum be protected by a perineter alarmsystemw th magnetic contacts
on all accessible openings. This mninmumsecurity system may be
augrment ed, as prescribed by, the exchange officer, by other security
devices (notion detectors, etc.), as appropriate. "Shunt" sw tches,
whi ch enable the alarm systemto be circunvented, should not be used.
Wth the elimnation of shunt sw tches, the alarmmust be triggered
when entering a facility, providing a record of entry. Alarns should
be of silent type, connected to the base Provost Marshal O ficer

The exception m ght be in outlying, renpte areas where Provost Marsha
Oficer response tine is limted. |In those instances, the alarm
shoul d be an audi bl e type, the purpose of which is to deter rather

t han appr ehensi on.

9. Holdup Alarns. Holdup alarns nust be installed in cash cages and
cash offices of mamin exchanges. \Were practicable, they should al so
be installed in service stations. These areas are particularly

vul nerable to armed robbery. These silent alarnms are connected to the
base Provost Marshal Ofice and they nmust be checked periodically to
ensure that they are in proper operating condition and the correct
signal is being received at the Provost Marshal O fice for the
initiating facility.

10. Energency Exits. Those exits designated as fire emergency exits

will be equipped with a panic alarm This device pernits exiting
t hrough the door by pushing the handl e of the panic bar. This device
will set off an audible alarmalerting personnel that the door has

been opened. The panic alarmis battery operated and the battery mnust
be checked frequently to ensure proper operation. This alarmmy not
be reset by closing the door. It nust be reset by using a key which
shoul d be in the possession of the store manager or designee only.

25001. NEW EXCHANGE FACILITIES. Al new exchange facility con-
struction will have, as a mninum the follow ng safeguards built
in. This does not preclude the exchange officer from augnenting
t hese safeguards with other cost effective neasures based on | oca
criteria.

1. Enployee Parking Area. Enployees nust be provided with a clearly
mar ked parki ng area, a reasonable distance fromall exchange and
war ehouse entrances and exits.
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2. Enployee Entrance/Exit. New main exchange facilities will incor-
porate a designated enpl oyee entrance/exit door. Enployees will be
instructed to use this door upon entering and exiting the facility.

3. Enployee Package Area. New main exchange facilities will be
designed to incorporate an enpl oyee package area. Ideally, this
secure area will be | ocated adjacent to the enpl oyee entrance/exit.
Al'l purchases and packages brought into the exchange will be secured
in this area until redeemed at the conclusion of the enpl oyees’ work
shift.

4. Enpl oyee Lockers. New main exchange facilities will be designed
to incorporate an enpl oyee | ocker room These |ockers will be of
sufficient size and strength and secured with a built-in conbination
| ock for which the conbination nay be changed upon reassi gnment or
term nation of the enpl oyee.

5. Cash Cage Construction. Cash cages and check cashing of fices nust
recei ve special attention due to the | arge anobunts of noney generally
on hand. Basic standard requirenments for cash office protection are
as follows:

a. Bullet resistant glass for tellers’ w ndows (no openings).
b. Recessed cash trays.
c. Steel lined wi ndow facings (area around gl ass).

d. Door to cash office should be of solid construction and stee
l'i ned.

e. Cash office entrance should be designed with a bandit trap

f. Entrance door in cash office should be equipped with nagnetic
door contacts connected to existing alarmsystem This door mnust be
on a separate "zone" to allow the cash office to remain activated
while the rest of the alarmsystemis deactivated. The safe in the
cash office should al so be alarned and "zoned."

6. Lock and Key Control. Locking devices on exterior doors nust be
equi pped with a cylinder type dead-bolt |ocking device; except for

t hose doors designated as energency exits which will be equipped with
a detex-type panic bar and alarm The exterior door cylinder nmay be
of the interchangeable core variety for cost effectiveness. The
exchange officer or designee nust be responsible for key control
Accurate records must be kept of all keys and | ocks, including pad-

| ocks. This record nmust reflect the | ocation of each |ock, the keys
assigned to each enpl oyee, and the date issued. Lock cores nust be
changed whenever the systemis conpromi sed through theft or |oss of
keys or through enpl oyee term nation. The records nmust be continually
updated to refl ect these changes. Keys should be narked with a code
so that personnel responsible for key security can tell where they are
usable. Duplicate or spare keys should be kept in a | ocked cabinet in
a secure area

7. Holdup Alarns. Holdup alarns wired directly to the Provost
Marshal Office nmust be installed in the cash office at the main ex-
change and at the service station office when practicable. These
alarns may be installed at other facilities at the option of the
exchange officer, depending upon the cost effectiveness when bal anced
agai nst the assets involved and the vulnerability of the facility.
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8. Perinmeter Alarm System All exterior doors, w ndows, and access-

i bl e openings nust be equipped as a mninmum wth nagnetic contacts
wired directly to the Provost Marshal O fice. In addition, w ndows
nmust be protected with nmagnetic foil taPe or sinilar device to prevent
entrance through a broken wi ndow. Added protection nay be afforded by
installing contacts on interior doors which are "zoned" to pernmit de-
activation of portions of the facility while maintaining active al arns
in other areas. This arrangenent would all ow cl ean-up and stock crews
to work early or late at a portion of a facility w thout conprom sing
security in cash offices, warehouses, stock roons, etc. The contacts
on interior doors should be recessed to prevent renoving the nagnetic
el ement and taping it to the switch, thus preventing the alarmfrom
sounding. |If contacts cannot be recessed, one-way screws shoul d be
enpl oyed on the nmagnetic elenents to naeke it nore difficult for
potential thieves to unscrew themw th a screwdriver

9. Fitting Roons. Fitting roons, which are particularly vul nerable
to shoplifting nmust be constructed to allow patrons a certain neasure
of privacy while affording the exchange an opportunity to protect its
nmer chandi se fromloss. New fitting roons construction nust incor-
porate the follow ng el enents:

a. Whoden | ouvered doors, stopping 18 inches fromthe fl oor
Doors shoul d be equi pped with | ocks.

b. Louvers should be reversed to pernit nonitoring of patrons.
c. Carpeting (if installed) should be securely glued to flooring.
d. Mrrors should be securely caul ked on all sides.

e. At |least two hooks should be provided for patrons’ garnents.
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. ELECTRONI C DATA PROCESSI NG SECURI TY
26000. GENERAL | NFORMATI ON

1. Increased reliance upon conputer’ to store, process, or otherw se
sati sfy data handling needs, and the installation of mniconputer at
the Mari ne Corps exchanges have added new di nensions of conplexity to
traditional security Problens. It is axiomatic that with the con-
centration of many previously dispersed functions in the computer, the
need for effective control over conputer processing becones part-
icularly critical. There exists a great danger of inadvertent or

i ntentional destruction or distortion of processed information in a
conputer system and System users nust take steps to mininmize this
danger through adoption and enforcenent of appropriate control
procedures.

2. Electronic data processing (EDP) security applies to the overal
aspects of security within the managenent information system (MYS),
and therefore enconpasses all security measures contributing to the
saf eguardi ng of EDP systemresources. No attenpt is nmde here to
specify in detail all the acceptable comniations of control techniques
which might satisfy a control standard under varying conditions.
This requires the use of judgment in each particular case. For that

reason, cogni zant nanagers at all levels are encouraged to apply imagi-
native and resourceful solutions to the practical aspects of satis-
fying prescribed standards i: their operating environments, part-

icularly to the extent that such solutions are not provided herein or
ot herw se.

26001. SYSTEM CONTROLS

1. In order to maintain control, and in the interest of unifornmty and
capatiblity, hardware and software to be used in the exchange MS are
restricted to those itens specifically approved by the Comandant ()
the Marine Corps (Code LFE). Software is restricted to the appli-
cation programs, job control |anguage, and data files that are

sancti oned and i npl enented by Headquarters Marine Corps. This
restriction prohibits the use of any | ocally devel oped progranms on

any exchange conputer on the MS controll ed by headquarters Marine

Cor ps.

2. Cuidelines on separation of function is and duties as a routine
security neasure are prescribed in MCO P40GC. | 3E, paragraph 2504. 3,

and are equally applied to EDP operations. Wile division of
functions and duties is a characteristic of all well designed systens,
whet her nanual or nechani zed, a hi gh degree of inportance is placed on
this control in the EDP environment due to the heavy concentration of
t he processing function in one area.

3. To the fullest extent practicable, functions i:involving initiation
aid authorization of transactions (source docunents) will) not be rele-
gated to the EDP elenent. The EDP elenent acts in a sErvice capacity
for other organizational elements and as such must be linited to the
functions of recording and processing of data. Likew se, other
functional elenents will not have direct contact or control over

actual operation of the computer. Wthin the EDP el ement, the
functions of system design and programming will be separated fromcom
puter operations. Separation of key duties at all levels will be

est ablished so as to preclude any one individual or functional elenment
from gai ning the opportunity to adversely affect the system Pro-
cedural checks and bal ances nust be built into manual processes and
interfaces so that violations are detectable when control passes from

i ndi vidual to individual or station to station
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26002. M NI MJM CONTROL STANDARDS.

Following is a listing of m ninmm

control standards with one or nore techniques that may be adopted to
satisfy each. The required nethods of nmeeting a particular control
standard will vary fromactivity to activity, but the standards them

selves renmai n applicabl e.

Control Standard

Establish a nethod to ensure
data is conplete, accurate,
and aut hori zed.

Techni que

Desi gnate a control
i ndi vi dual or group to:

Record and review all data
for processing.

Ensure detected errors are
corrected.

Properly distribute output.

Establi sh and maintain
i nternal operating
procedures.

I ssue witten instructions
to ensure that each EAR

enpl oyee i s nade aware of
policies necessary to ensure
accurate performance of
duties. As a mininum the
foll owi ng EDP functions
shoul d be addressed:

Dat a Control

Keypunch and ot her data
conversi on.

Conputer and unit records
operations.

Fil e storage.

(I'nstructions rmust specify
who is responsible, the
nature of the operation,
when it is to be perforned,
and description of error
conditions.)

Establish statistic and
performance revi ew procedures.

EDP operations supervisors
must constantly review
actual practices to ensure
compliance with proced-
ures. This can be
acconpl i shed through obser -
vation of EDP enpl oyees at
wor k and/ or review of
machi ne utilization | ogs,
out put reports, control |ogs,
etc. Irregularities must
be thoroughly investigated
and expl ai ned.
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Control Standard

Specify lines of
responsibility and authority
in each EDP functional area

Est abl i sh physica
saf eguar ds

Techni que

Where applicable, separate
progranmm ng and operating
functions.

Restrict program know edge
of machi ne operators. Wen
this action is not pract-
ical, reliance nust be

pl aced on controls exercised
through the source (i.e.

Per sonnel Payroll, Financial
Managenent, etc.) and/or
users, and nust include:

Secrutiny of output processed.

Enphasi s on reconcili-
ation of accounting controls.

Establi sh a pl anned program
of rotation of operators on
sensitive runs such as pay-
roll

Positive controls on the
i ssuance and storage of
system files.

Restrict access to areas
housi ng central processing
equi pnent .

Specific instructions for
securing ternm nal equi pment
| ocated i n warehouses,

of fices, etc.

Positive control of pass-
wor ds.

Lock and key control of
space.

Physi cal ly and/or el ectron-
ically disconnecting from
central processing units
when not in use.

Specific instructions on
handl i ng and storage of:

Checks and other critica
f ornms.

Per sonnel records.
Si gnature stanps/pl ates.
St ock records.

Key managenent reports.
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Control Standard

Est abl i sh environnent al
saf eguar ds.
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Techni que

Specific instructions on
fire prevention:

Smoki ng restrictions.

Restrictions on storage
of flamuable items in
operating areas.

Fire detection and extin-
gui shi ng equi pnent and
systens.

Procedures to be foll owed
in case of fire.

Details on cleaning of
equi prent and spaces.

Specific instructions to
guard fil es agai nst

hunrdity, tenperature, or

ot her at nospheric conditions.





